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On July 14, 1995, Bobby Joe Keesee was sentenced in Federal District 
Court in Camden, New Jersey, on charges stemming from a scheme to 
obtain a $478,000 aircrafi by posing as an official of the U.S. Embassy 
in Mexico City, Mexico. Keesee wus sentenced to 57 months in prison 
and 3 years of supervised probation; the aircraft was recovered and 
returned to its owners. Above, Office of Investigations Division 
Director Daniel J. Reilly (right) presents an award to Assistant U.S. 
Attorney Alain Leibman of the U.S. Attorney's Office, Newark, New 
Jersey, who prosecuted the U.S. Government's case against Keesec 
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SUBJECT: Semiannual Report to the Congress 
April 1 to September 30, 1995 


OIG’s work during this semiannual period has been directed toward developing a plan for 
realizing our newly defined vision: To be an independent and objective force for positive 
change. With the inclusion of performance measures, this multiyear plan will help to ensure 
that our audits, inspections, investigations, and other products continue to be timely, balanced, 
and credible and to achieve measurable gains in the efficiency, cost-effectiveness, and integrity 
cf Department operations. 


The purpose of OIG’s strategic planning effort is twofold: to provide a framework to ensure that 
our work is carried out and our resources used to the greatest benefit of the Department and the 
U.S. Government, and to serve as a guide for planning efforts into the 21st century. These goals 
are echoed in the Department’s Strategic Management Initiative (SMI) and in performance 
improvement efforts throughout the Federal Government, forming the foundation of a broad- 
based commitment to better government for the American people. 


During this reporting period, OIG has served as a resource for the SMI, contributing advisers 
and consultants to its task forces and working groups and assisting in efforts to promote more 
effective and economical use of Department resources by developing models for streamlining 
overseas staffing and estimating local guard program costs. We have addressed complex issues 
such as the Department’s role vis-a-vis the death and disappearance of individuals in Guatemala 
and the Department’s handling of intelligence information. Our proactive efforts to promote 
improvements in Department operations have included updating our publication of the 
Department’s standards of ethical conduct to increase employees’ awareness of their obliga- 
tions and identifying “best practices” encountered during the course of our inspections, which 
may serve as useful examples for Department managers worldwide. 


This report is required by the Inspector General Act of 1978, as amended, and covers the work 
of this office during the period indicated. The IG Act requires that you transmit this report to the 
appropriate committees of Congress within 30 days of its receipt, together with any comments 
you may wish to make. 7. 
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Executive Summary 





Office of Inspector General (OIG) activities during the past 6 months 
were conducted within the context of far-reaching changes affecting both 
the Department and OIG. The Department moved into the second phase 
of its Strategic Management Initiative (SMI), announcing a series of 
teams and working groups to increase decisionmaking efficiency, match 
policy and resources, create world-class management systems, and en- 
sure that employees have the training and work environment needed to 
accomplish the Department’s mission. At the same time, the arrival of a 
new Inspector General has been the starting point for an internal organi- 
zational review that has included developing a vision and mission state- 
ment, reevaluating and refocusing OIG activities and resources, and 
developing a strategic plan that will serve as a guide for OIG planning ef- 
forts through the end of the decade. 


The OIG strategic planning process, launched in April, included consulta- 
tions with the Department and a day-long conference with congressional 
staff representatives to solicit discussion of congressional priorities and 
concerns. The plan provides a blueprint for OIG to ensure that its resourc- 
es and activities focus on providing an independent review of the priority 
concerns of the Department, the Administration, and the Congress. 





OIG has continued to provide critical oversight while suggesting less 
costly alternatives to existing program management. The Department 
moved expeditiously, for example, to notify overseas posts to begin re- 
covering overseas hospitalization costs from employees’ insurance com- 
panies in response to an OIG audit recommendation that, if fully 
implemented, should allow the Department to recover $420,000 to 
$795,000 per year. OIG representatives have participated as advisers and 
consultants on SMI teams such as the Advisory Group to the Steering 
Committee on Reengineering Logistics, the Information Technology 
Team User Group to address SMI recommendations related to informa- 
tion resource management, and working groups devoted to: 


ws addresing overseas staffing issues, including developing post 
staffing models; 

s reducing by 10 percent the staffing and resources of the Office of 
the Under Secretary for Management; 

@ redesigning the Department’s program planning, budget formula- 
tion, and execution process; and 

® streamlining the personnel classification and compensation pro- 
cesses by reducing the number of position descriptions and considering 
compensation alternatives such as “pay banding.” 





Other OIG efforts to assist the Department include: 


Local guard contracts. At the request of the Bureau of Diplomatic Se- 
curity (DS), the Office of Audits is developing a cost-estimating model 
that will help posts assess the least costly method—commercial contract 
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or personal services contract-—for acquiring local guard services. The lo- 
cal guard program is the Department's most expensive security program, 
with more than 16,000 local guards serving nearly 300 posts at an annu- 
al cost of nearly $90 million. The results of the initial pilot test at Embas- 
sy Kingston, Jamaica, are being analyzed and will be used to revise the 
model in preparation for a second pilot test. 


ADP equipment. Following the installation of new computers on its 
classified local area network, OIG transferred $300,000 worth of auto- 
mated data processing (ADP) equipment to the Department for redistri- 
bution to overseas missions with a shortage of equipment for processing 
classified information. 

Federal benefits fraud. Embassy Panama, OIG, and the Department 
have implemented procedures to prevent Federal benefits fraud, with po- 


tential annual losses of $2.46 million annually, by checking the bona 
fides of recipients of Civil Service retirement payments in Panama. 





Guatemala Inquiry 
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SIGNIFICANT OIG ACTIVITIES 


On March 30,1995, President Clinton directed the Intelligence Over- 
sight Board (IOB) to conduct a governmentwide review of allegations 
surrounding the 1990 death in Guatemala of U.S. citizen Michael De- 
Vine and the 1992 disappearance of Efrain Bamaca Velasquez, a Guate- 
malan antigovernment guerrilla married to a U.S. citizen. The review 
was ordered in response to allegations that a Guatemalan Army officer 
was a paid informant of the Central Intelligence Agency and was impli- 
cated in these events. 


On April 7, the IOB requested that the Offices of Inspector General 
of the Central Intelligence Agency, the Department of Defense, the De- 
partment of Justice, and the Department of State investigate the roles and 
activities of their agencies in connection with the events in Guatemala. 
OIG was tasked to ascertain, among other things: 


e@ whether State Department employees were involved in the death 
of DeVine or the disappearance of Bamaca; 

w whether there vere satisfactory procedures for disseminating in- 
formation avout these incidents within the government agencies and 
offices involved; and 

ws whether State Department employees had complied with intelli- 
gence regulations, procedures, and directives in their handling of the 
incidents. 


OIG also was asked to review any intelligence information and ac- 
tivities related to the torture, disappearance, or death of any U.S. citi- 
zens in Guatemala since 1984. 


On September 15, OIG provided a classified report to the IOB on 
Department of State involvement in the events in Guatemala. The OIG 
inquiry found no violation of Federal law related to, or any informa- 
tion or evidence of Department or embassy involvement in, the death 
of DeVine or the disappearance and presumed death of Bamaca. Nor 
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did the inquiry uncover intelligence information that provided any new 
information surrounding the torture, disappearance, or death in Guate- 
mala of U.S. citizens since 1984. 

In addition to recommendations on classified issues, the report 
recommendations included: 

@ changes in procedures and practices to facilitate intelligence in- 
formation-sharing and improve policy coordination among agencies; 

® reissuance of guidance to Department employees on the handling 
and dissemination of intelligence information; and 

® mandatory intelligence briefings for ambassadors-designate prior 
to departure for post. 





In response to a request from the Under Secretary for Management, 
OIG examined the circumstances surrounding the underreporting of 
Foreign Service national (FSN) earnings at Embassy London. For 
more than 20 years, the embassy had provided Foreign Service Na- 
tional employees and the United Kingdom (U.K.) Government with 
annual statements of FSN earnings that failed to include fringe bene- 
fits and overtime pay in the statement of gross earnings. This led to 
underreporting of income and underpayment of U.K. taxes when FSNs 
used the earnings statement to prepare their U.K. income tax returns. 





In addition to reviewing performance and recommending improvements, 
OIG also identifies innovative management practices and creative re- 
sponses to management challenges in the course of its inspections. De- 
scribed below are some of the “best practices” highlighted in inspection 
reports during this semiannual period. 

s Embassy Kingston, Jamaica, has developed a creative alterna- 
tive to its now-defunct formal rotation program. Junior officers in 
the consular section are given the opportunity to participate fully in 
the post's reporting program, provided that such reporting is done in 
addition to the officer’s regular consular work. The program has im- 
proved morale among junior officers while providing the post with 
needed reporting. 

se Embassy San Salvador, El Salvador, has undertaken resource-sav- 
ing improvements that include instituting electronic distribution of tele- 
grams to reduce telegraphic workload by almost one full-time position; 
installing a $120,000 central alarm monitoring system in lieu of a $1.8- 
million local guard program; and collecting machine-readable visa fees 
using the consular cashier instead of commercial bank services, at a sav- 
ings of $55,000 a year. 

s Embassy San Salvador also has initiated a program of breakfast 
meetings with high government officials, party leaders, business repre- 
sentatives, and others. These representational events were described by 
inspectors as “one of the best tools in the embassy’s advocacy approach,” 
being inexpensive, conveniently timed, and well-defined in terms of time 
and topic. 
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@ Embassy Khartoum, Sudan, has increased mileage per gallon on 
its official vehicles by instituting management controls that include 
logging mileage every day as well as each time the vehicle is filled, pre- 
paring a monthly analysis of gas consumption, and using locked gas caps 
for which only the gas pump attendant has a key. 

@ Embassy Belize City, Belize, has established a well-organized 
warden program that maximizes post resources through the enthusiastic 
support of 15 volunteer consular ‘agents’ who assist the embassy in con- 
iacting U.S. citizens in emergency situations and provide reports about 
security conditions at tourist sites throughout Belize. The wardens, who 
consider themselves part of the U.S. team effort, are invited to an annual 
meeting at the ambassador’s residence, where they hear embassy officers 
speak about U.S. interests and programs in Belize and receive certificates 
of zppreciation from the ambassador. The embassy also uses the consular 
information sheet to emphasize to host country officials the Belizean 
Government’s responsibility to provide public security in areas frequent- 
ed by foreign visitors and tourists. 
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Management Challenges 





The Department of State is confronted with major challenges in its ability 
to effectively fulfill its foreign policy responsibilities. These problems are 
exacerbated by increasing constraints on the resources available to address 
them. Based on its reviews of Department programs and operations and 
consideration of the Department’s priority concerns, OIG has identified 
the following as major management challenges facing the Department 
of State. 





Changes in the international landscape have required the Department to 
reexamine its foreign policy priorities and assess its ability to address 
multiple new challenges. These include support for new nations and 
emerging democracies; the growing importance of economics and inter- 
national trade; continuing civil and ethnic strife around the world and 
the resulting increase in international peacekeeping commitments; and 
transnational issues such as the environment, refugees, terrorism, nar- 
cotics trafficking, and international crime. These changes, coupled with 
severe budgetary pressures to reduce costs and find more efficient ways 
to Carry out its responsibilities, have forced the Department to exercise 
greater care in matching available resources to policy priorities. To meet 
this challenge effectively, the Department must address weaknesses in its 
process for allocating personnel and financial resources to meet changing 
priorities and objectives, including problems in both the domestic and over- 
seas staffing process, deficiencies in training, staffing gaps, and a poorly 
integrated Civil Service component. Of particular concern is the need to 
reassess and better manage the size and location of the U.S. Government's 
overseas presence. 





The need to combat illegal immigration and alien smuggling and to im- 
prove border control has been stated as a priority concern by the Presi- 
dent, the Secretary of State, and interested congressional committees. 
This issue has also been identified as a major policy issue in inspections 
of several Caribbean and Central and South American countries. A re- 
lated concern is the growing problem of adoption fraud. The Bureau of 
Consular Affairs (CA) has mounted a major effort to counter visa fraud 
through such initiatives as its machine-readable visa program, worldwide 
advisories to overseas posts on detecting fraudulent documents, and pro- 
grams to detect terrorists. In addition, the Department and the Immigra- 
tion and Naturalization Service have undertaken electronic data-sharing 
measures to improve border controls. The Department must continue to 
strengthen its efforis to combat illegal immigration and improve border 
controls, and some bureaus and overseas posts must give these programs 
higher priority and closer attention. 
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Recognizing that the Foreign Affairs Administrative Support (FAAS) 
system is seriously flawed, the Department and the other FAAS agencies 
have taken action on a new approach to combined administrative support. 
The new system, known as the International Cooperative Administra- 
tive Support Services (ICASS) program, was jointly developed by the 
FAAS agencies and will be field tested at four posts at the beginning of 
FY 1996. Guidance has been developed, and special teams will conduct 
on-site training a the four pilot posts. The new ICASS program is ex- 
pected to avoid the inequities and complexities of the old FAAS program 
and to build on the administrative support strengths of each agency rep- 
resented at post. If ICASS proves viable, it will make an important con- 
tribution to solving a significant management weakness and should 
increase operational efficiencies for all agencies involved. 





The Department's financial management systems do not provide ade- 
quate data on which to base funding decisions, to effectively control the 
allocation of funds, or to prepare required financial statemen.s. Internal 
control weaknesses have left cashiering and FSN payroll oper sions vul- 
nerable to theft, fraud, and misapprorriation. The Bureau of Finance and 
Management Policy (FMP) initially planned to fully develop a world- 
wide integrated financial management system. Although integration of 
financial management systeras remains a primary objective, the initial 
project plan has been significantly scaled back while attempts to resolve 
long-standing material weaknesses remain a bureauwide priority. FMP’s 
approach is to seek cornmercial, off-the-shelf software solutions (consid- 
eration also will be given to existing government off-the-shelf packages), 
improve financial systems and software to increase the quality and reli- 
ability of data available to Department managers; move the Department 
from two overseas financial management systems to one; and minimize 
the Department's dependency on Wang proprietary hardware. OIG is 
monitoring FMP’s progress in achieving a financial management system 
that will ensure auditable financial statements. 





Information resource management (IRM) continues to be a material 
weakness requiring corrective action. The Department needs to contin- 
ue to implement its plan for an open system computing environment. In 
keeping with the Department's goal to modernize its technology, mis- 
sion goals must relate more directly to the Department's management 
requirements. User needs and requirements for corporate systems such 
as administration, consular affairs, and personnel must be addressed to 
improve mission performance. Under the Department's Strategic Man- 
agement Initiative, stronger central control has been invested in a Chief 
Information Officer and an IRM Review Board to provide new manage- 
ment oversight. The Department also needs to increase management at- 
tention to implementing Departmentwide technical standards, solving 
global connectivity issves, and effectively using IRM funding. 





Office of inspector General Semiannual Report to the Congress, April | to September 90, 1995 














The Department faces significant challenges in balancing resource avail- 
ability and security requirements. The type and degree of security threats 
are continually changing, posts are confronted with advances in technol- 
ogy that could render existing defenses obsolete, and the Department is 
faced with budget cuts that challenge its ability to ensure the safety of 
its people and resources. For DS alone, resources available for security 
have declined by almost 14 percent since FY 1991; if adjusted for infla- 
tion, the decline would be 22 percent. Serious security deficiencies also 
exist in programs administered by other bureaus. For example, there are 
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serious shortcomings in management controls for the Department's 
mainframe operating systems and in its implementation of security soft- 
ware, both domestically and overseas. As a result, unauthorized users may 
be able to improperly access, enter, or destroy financial, consular, and oth- 
er critical data, accidentally or intentionally, without being detected. To 
address these problems within existing resource constraints, the Depart- 
ment will increasingly be forced to seek creative new ways of approach- 
ing security and to design its security programs to meet specific post 
vulnerabilities rather than general criteria. Only with great care and ex- 
cellent management will the Department be able to minimize the danger 
that reduced resources will exacerbate its security vulnerabilities. 
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Office of Audits 





During this semiannual reporting pe:iod, the Office of Audits completed 
audits of the consular travel agency program, the Foreign Service griev- 
ance process, machine-readable visa fee collection, the Diplomatic Tele- 
programs, domestic personal property management, relocation of the 
Mexico City Regional Administrative Management Center to Charleston, 
South Carolina, and a tax issue resulting from the underreporting of FSN 
employee salaries 2t Embassy London. In addition, 19 contract audits were 
completed for OIG by the Defense Contract Audii Agency. 





CONSULAR AFFAIRS AND INTERNATIONAL PROGRAMS 


Terrorism and Narcotics 
information Rewards 


Programs 


Consular Travel Agency 


In response to a congressional request, OIG reviewed the Department's 
terrorism and narcotics information rewards programs. As of January 
1995, the Department had issued 21 rewards totaling $2.9 million, and 
spent approximately $600,000 to publicize the program. The review 
found that the terrorism rewards program, as managed by DS, has been 
active in issuing rewards and generating publicity. However, the program 
lacked clear criteria and guidelines for determining the amount of re- 
wards and did not adequately focus on terrorist acts specifically target- 
ing U.S. interests. For example, five rewards totaling $775,000 were 
approved for a terrorist act in which U.S. interests were not specifically 
targeted. In addition, DS did not tie its publicity efforts to measures of 
effectiveness, and a majority of reward cases were developed before 
DS's publicity efforts had begun. OIG recommended that DS update 
and revise its rewards guidelines and develop appropriate measures of 
effectiveness for publicity. 


The narcotics rewards program, as managed by the Bureau of Inter- 
national Narcotics and Law Enforcement Affairs (INL), has been large- 
ly inactive. No rewards have been approved since 1989, and overseas 
narcotics officials interviewed during the review were unaware of the 
program's existence. In response to the review, INL promptly assigned 
a new director for the program, and two posts sought authority to pursue 
significant reward offers for narcotics kingpins. OIG recommended that 
elements of the narcotics and terrorism rewards programs be combined, 
since they unnecessarily duplicated each other's structure. 





The consular travel agency program, which allows individuals to apply 
for nonimmigrant visas through travel agents, was idcntified as an area 
of concern in the January 1995 report on OIG's review of the nonimmi- 
grant visa-issuing process. This audit, conducted to determine how well 
embassies and consulates are managing the travel agency program, found 
that CA has not provided sufficient guidance to posts, and that posts lack 
adequate controls for administering the program. As a result, individu- 
als who are ineligible may be able to obtain nonimmigrant visas and en- 
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ter the United States. OIG recommended corrective action to address 
shortcomings in the program at some posts, which: 

@ lacked criteria for trave! agency participation in the program and 
lacked comprehensive, written guidelines for agencies to follow when 
implementing the program; 

®@ were not taking steps to determine whether travel agencies were 
complying with program requirements and had no procedures for penal- 
izing travel agencies that violated the requirements; 

® were waiving perscnal interviews for more categories of visas than 
allowed by Department regulations; 

s lacked criteria for determining which categories of applicants and 
visa categories should be allowed to participate in the program, and 

® were processing students, first-time applicants, persons who had 
been previously refused visas, and nonresident third-country nationals 
through the programin countries with high levels of fraud, visa refusal 
rates, and political threats. 





DEPARTMENTAL SUPPORT PROGRAMS 


OIG reviewed the policies, procedures, and practices of the Foreign Ser- 
vice grievance process to determine how well the Department is manag- 
ing the process and whether it provides employees with a vehicle to 
present and resolve grievances in a timely and constructive manner. The 
auditors found that the Foreign Service grievance process is relatively 
well managed and in conformance with the law and shat cases are gen- 
erally processed in a timely manner, notwithstanding a small number of 
cases involving retroactive promotions and separations for cause that 
require an inordinate length of time to resolve. In response to OIG rec- 
ommendations to address these shortcomings, the Director General of 
the Foreign Service and Director of Personnel agreed to streamline the 
retroactive promotion process by eliminating redundant procedures, and 
the Office of the Legal Adviser agreed to open a dialogue with the For- 
eign Service Grievance Board on improving separation-for-cause pro- 
cedures and report progress to OIG. 





FINANCIAL MANAGEMENT 


In a response to a request from the Under Secretary for Management, 
OIG examined the circumstances leading to the underreporting of FSN 
compensation at Embassy London. OIG found that, for more than 20 
years, Embassy London had provided both its FSN employees and the 
U.K. Government with an annual statement of FSN earnings that failed 
to include fringe benefits and overtime pay. The FSNs used the embas- 
sy's annual earnings statement to prepare their U.K. income tax returns 
and, consequently, had underreported their income and underpaid their 
U.K. income tax. OIG recommended that, in the future, Embassy Lon- 
don report all FSN earnings on the annual earnings statement and that 
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Machine-Readabie Visa 
Fee Collections 





the Director General of the Foreign Service and Director of Personnel 
complete efforts to determine which posts are providirg annual carnings 
information cither to the host government or to the FSNss and take the 
necessary steps to ensure that such reporting is being done with com- 





OIG reviewed the process for collecting machine-readable visa fees 
charged for nonimmigrant visas to determine whether an appropriate 
and cost-effective control structure was in place to collect the fees and 
safeguard the funds collected and whether the accounting system was 
capturing machine-readable visa fee data completely and accurately. 
The review disclosed that the Department was not adequately recon- 
ciling the amount collected at posts to the amount reported in the ac- 
counting system and did not know whether all of the fees collected 
were being reported in the correct account. The Department also used 
outdated and insufficient data to set the machine-readable visa process- 
ing fee; costs have changed drastically since the last fee study was per- 
formed in January 1991. Posts lacked standardized guidance and lost 
time and money while cach “reinvented the wheel.” As a result, posts 
were incorrectly or inconsistently collecting machine-readable visa fees, 
had inadequate reconciliations and cost-benefit analyses, and had incon- 
sistent policies on refunds and refusal reapplications. Overall, OIG de- 
termined that the Department may not be recovering the full cost of 
processing nonimmigrant visas. OIG recommended that the Depart- 
ment be more proactive with posts in determining problems and issu- 
ing more detailed guidance in response to the problems identified and 
that the Department develop a methodology to reconcile amounts col- 
lected at posts to the amounts reported in the computerized accounting 
system. 





By treaty between the United States and Mexico, the International 
Boundary and Water Commission (IBWC) is charged with the exercise 
and regulation of the obligations the two governments jointly aasumed 
for the solution of boundary and water problems. To meet the require- 
ments of the Chief Financial Officers (CFO) Act of 1990, a financial 
statement audit of the IBWC was performed by independent public ac- 
countants at the direction of the OIG. The objective was to obtain rea- 
sonable assurance and express an opinion on whether the IBWC 
statement of financial position as of September 30, 1994, was free of 
material misstatement. Although an unqualified opinion was issued, the 
auditors identified some internal control weaknesses and instances of 
noncompliance with applicable laws and regulations. If not corrected, 
these weaknesses could result in improperly recorded transactions and a 
lack of accountability over assets, thereby increasing the risk of loss or 
unauthorized use of funds, property, and other assets. Because the re- 
port is an opinion on the IBWC’'s financial statements, no recommenda- 
tions for corrective action were made. 





Office of Inspector Generel Semannual Report te the Congress, April | to Seprember 10, 1995 

















The International Center Project was authorized by Congress in 1968 to pro- 
vide U.S. Government-owned sites for foreign chanceries in Washington, 
D.C. This audit was conducted as part of OIG’s efforts to help the De- 
partment prepare accurate and timely financial statements, as required 
by the CFO Act. The objectives of the audit were to review internal con- 
trols and the recording and reporting of financial information for the In- 
ternational Center Project and to the Department’s compliance with 
applicable laws and regulations. The auditors found that public funds were 
being maintained in a commercial bank account without Treasury approval 
and notification to FMP, which, arguably, is in violation of law and Trea- 
sury regulations. The Department does not agree that this is a violation 
but has agreed to request authority to earn interest on International Center 
funds held in a Treasury account. Once this authority is granted, the Depart- 
ment will transfer all funds from the bank account to a Treasury account, 
which will comply with the applicable laws and regulations. Failure to 
take corrective action on these and other weaknesses identified in the audit 
report could prevent the preparation of accurate financial statements in the 
future and could result in the issuance of a qualified or disclaimed opinion 
on the Department’s financial statements. 





The Foreign Service Retirement and Disability Fund (FSRDF) is a trust 
fund that finances the operations of the Foreign Service retirement sys- 
tems, similar to the Civil Service and the Federal Employees Retirement 
Systems. The CFO Act required the OIG to audit the FY 1994 financial 
statements for the fund to express an opinion on whether the financial 
statements were free of material misstatement. For FY 1994, the FSRDF 
reported assets of $7.2 billion and an actuarial unfunded liability of $1.25 
billion. 

OIG issued, for the first time, an unqualified opinion on the FSRDF 
financial statements for FY 1994. Department management significant- 
ly improved the FSRDF records, allowing the auditors to develop a rea- 
sonable basis on which to express an opinion. The report identifies two 
instances of noncompliance with laws and regulations, related to Trea- 
sury investments and debt collection; however, they do not affect the 
audit opinion for the FY 1994 FSRDF statements. These issues were cit- 
ed in last year’s audit report, but the Department has not yet completed 
corrective action. 


international Center Project's 
Financial Statements for 
Fiscal Year 1993 


Foreign Service Retirement 
and Disability Fund's 
Financial Statements for 
Fiscal Year 1994 





INFORMATION MANAGEMENT 


OIG evaluated the progress made by the Diplomatic Telecommunica- 
tions Service Program Office (DTS-PO) and the two major parent agen- 
cies in implementing the March 1992 Memorandum of Agreement 
(MOA), which merges the telecommunication assets of the parent agen- 
cies. The audit reviewed actions taken by DTS-PO and its parent agen- 
cies to integrate telecommunication assets and administrative functions 
and to establish a system of internal controls. It also reviewed implemen- 
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tation of the MOA in the context of congressional action concerning 
DTS-PO. The audit found that: 


ws the MOA that established DTS-PO hinders progress in key opera- 
tional and planning areas and needs to be revised to eliminate vague lan- 
guage and ensure greater compliance; 

s DTS-PO lacks procedures and resources to exercise adequate con- 
trol over its financial and procurement operations; and 

a DTS-PO lacks a formal system of internal controls, the limited 
existing controls are deficient, and some of DTS-PO’s administrative 
procedures are not adequately documented. 


The auditors recommended that DTS-PO review and revise the MOA 
within 6 months, develop and implement procedures for processing pro- 
curements and monitoring obligations and funds availability, hire knowl- 
edgeable and experienced personnel to operate DTS-PO’s financial 
tracking and management systems, and document and implement a for- 
mal system of internal controls. 





During this segment of the continuing audit of Regional Administrative 
Management Center Mexico’s relocation to Charleston, South Carolina, 
OIG focused on FMP’s intra-agency coordination and the development 
of new software applications to edit time-and-attendance data for the 
Consolidated American Payroll Processing system and to process for- 
eign national employees’ pay. OIG reviewed system documentation, 
software applications, hardware architectures and observed computer op- 
erations. 


OIG found that, since FMP had not coordinated its relocation plans 
with the Bureau of Inter-American Affairs (ARA), ARA officials were 
concerned about FMP’s relocation plans and the potential for the relo- 
cation to disrupt operations. As a result of OIG involvement, FMP coor- 
dination with ARA and with the Office of Information Management 
improved. 

In addition, new software that FMP planned to use in Charleston was 
not tested or completed. Consequently, FMP abandoned its plans to use 
the new software in Charleston and is using existing software instead. 
Therefore, FMP was forced to use its existing hardware in Charleston 
instead of installing modern hardware that is consistent with Department- 
wide modernization goals. Finally, deficient internal controls that exist- 
ed in a time-and-attendance application used in Mexico City will not be 
improved in Charleston. OIG found that strengthened intra-agency co- 
ordination and management oversight, adherence to Federal and Depart- 
ment software development standards, and enhanced internal controls in 
the time-and-attendance application are critical to successful relocation 
and to reducing of the potential for fraud, waste, and abuse. 
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PROPERTY MANAGEMENT AND PROCUREMENT 


This audit was conducted to determine whether the Department had es- 
tablished adequate financial management or subsidiary systems to accu- 
rately report on capitalized property in financial statements required by 
the CFO Act of 1990 and had managed its domestic personal property 
in accordance with existing policies and procedures. OIG found that the 
Department does not have a financial management system in place that 
would enable it to report accurately on capitalized personal property. 
However, the Department’s Nonexpendable Property Application Sys- 
tem, an automated system that provides controls over nonexpendable 
property, could provide accurate data if properly implemented. Also, the 
Department’s policies and procedures appear to be generally adequate 
to provide effective management control over domestic nonexpendable 
property. 

Although the Department has improved its management of nonex- 
pendable domestic personal property, OIG identified implementation 
problems concerning incomplete or inaccurate data, training, account- 
ability, separation of duties, and controls over excess property. Also, 
several bureaus and offices have kept new, unused property, valued at 
millions of dollars, in warehouse storage for years without reviewing 
their inventories to identify and dispose of excess property. 
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Office of inspections 


During this reporting period, the Office of Inspections inspected For- 
eign Service posts in Latin America and Africa and conducted follow- 
up reviews of iaspections in seven countries of East Asia, Africa, 
Central Europe, and Latin America. In Washington, ACDA, the Bureau 
of Political-Military Affairs, the Bureau of Inter-American Affairs, and 
the U.S. Mission to the Organization of American States (OAS) were 
evaluated. Also evaluated were the Office of the Special Adviser to the 
Secretary for the New Independent States, the Office of the Coordina- 
tor of U.S. Assistance to the New Independent States, and the Office 
of Independent States and Commonwealth Affairs. In total, the Office 
of Inspections carried out 24 inspections and 7 followup reviews of 
State Department entities. 


age 








BUREAU INSPECTIONS 





Bureau of Political-Military The Bureau of Political-Military Affairs (PM) is responsible for for- 

Affairs mulating and implementing policies and providing guidance and coor- 
dination on national security issues to senior Department managers, 
other elements of the State Department, and other national security 
agencies. Its portfolio includes nonproliferation of weapons of mass de- 
struction and missile technology, nuclear and conventional arms con- 
trol, defense relations and export controls, military training, and other 
defense-related services. PM reorganizations continue as arms control 
responsibilities among executive branch agencies undergo further re- 
definition. 


Key Issues Identified 


e PM performs extraordinarily well in handling policies that are cen- 
tral to U.S. national security. Its collection of complex, high-stakes is- 
sues include arms control, nonproliferation, and regional security. 

s Attention to downsizing is forcing PM leadership to focus more 
directly on improving its management of remaining resources but has 
reduced the time available for longer range planning. 











Need to Clarify Arme Control end Disarmament Reeponesibilities 
OIG conducted inspections of both PM and the Arms Control and Disarmament (ACDA) this re- 
























14 Office of Inspector General Semiannual Report to the Congress, April | to September 30, 1995 











Managing relations with 34 countries and the Organization of Ameri- 
can States, the Bureau of Inter-American Affairs remains absorbed with 
its own regional policy agenda. Mexico, Cuba, and Haiti are highly vis- 
ible, politically contentious domestically, and command the attention of 
the most senior levels of the U.S. Governmeat. Narcotics, immigration, 
and trade liberalization are other key issues. More 
than any other bureau, ARA’s policy portfolio has 


Bureau of inter- 
American Affairs 





major domestic political content. The 1994 Summit 
of the Americas and its follow-on Plan of Action 
have provided the policy framework for sustained 
high-level attention to ARA regional issues. 


Key Issues Identified 


ws ARA deserves significant credit for its role in 
making the 1994 Summit of the Americas a major 
success and for monitoring internal U.S. followup 
activities to date. 

se While it has devoted serious successful atten- 
tion to individual major economic issues including 
the North America Free Trade Agreement, ARA 
needs a more effective, structured approach to re- 
gional economic issues. 

e Although stemming illegal immigration 
ranked as a major priority @oal in the current ARA 
bureau program plan and ' a matter of considerable 














domestic concern, i! has not been given adequate at- 
tention by bureau managers. The lack of guidance 
on how to deal with illegal migrants is adversely affecting operations at 
some posts. 

e The bureau and mission program planning processes need 
strengthening, and would benefit from increased coordination of re- 
source planning with policy on the part of office directors and senior 
bureau managers. 





The Summit of the Americas has intensified U.S. policy interest in the 
OAS, and the significant, subsidiary role it can play in strengthen- 
ing democracy, promoting human rights, and providing a regional 
framework for U.S. initiatives in trade and investment, environment, 
and other transnational issues, such as narcotics control and interna- 
tional terrorism. 


Key Issues Identified 


@ Reflecting increased U.S. attention to the OAS, the U.S. mission 
is exercising active, effective leadership within the organization in suc- 
cessful pursuit of U.S. objectives. 

@ Within the OAS institutional framework, the U.S. mission is ad- 
dressing the new OAS Secretary General’s efforts to recast the organi- 
zation, as well as pressing long-standing U.S. efforts to rationalize the 
OAS budget process and get more results for the U.S. contribution, now 
59.5 percent of the assessed budget. 
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Office of the Ambassador at 
Large and Senior Coordinator 
for the New independent 
States, Office of Independent 
States and Commonwealth 
Affairs, and Office of the Coor- 
dinator for U.S. Assistance to 


the New Independent States 





The State Department currently has three distinct entities responsible for 
policy, program, and resource issues relating to Russia and the other 
states of the former Soviet Union: the Office of the Ambassador at Large 
and Senior Coordinator for the New Independent States (S/NIS); the 
Office of Independent States and Commonwealth Affairs (EUR/ISCA), 
and the Office of the Coordinator for U.S. Assistance to the New In- 
dependent States (S/NIS/C). Both S/NIS and S/NIS/C are lodged in 
the Office of the Secretary of State but report separately to the Deputy 
Secretary. EUR/ISCA, which is nominally in the Bureau of European 
and Canadian Affairs, is directly under the senior coordinator’s policy 
direction. 

Key Issues Identified 


@ The inspection found that, although all three offices have per- 
formed well under this anomalous institutional arrangement, this is not 
an adequate organizational structure for addressing the policy, program, 
and resource issues relating to Russia and the other states of the former 
Soviet Union. 

w The current ad hoc structure is too dependent on the personal au- 
thority of the present Deputy Secretary. The Department should take 
prompt steps to strengthen the institutional role and status of S/NIS and 
to better define the relationship between that office and S/NIS/C to en- 
sure more active policy interchange. In the absence of congressional ap- 
proval of the proposed new bureau for Russia and the other New 
Independent States, the Department should integrate S/NIS and EUR/ 
ISCA into a single entity. 

w At the same time, S/NIS should be more mindful of the need to 
coordinate with other policy players in addressing major issues. There 
is a need for more rational administrative support and proper delinea- 
tion of regional issues and responsibilities. Further, the senior coordina- 
tor position should be nominated for the title of Ambassador at Large. 

we S/NIS/C, criticized by the U.S. Agency for International Develop- 
ment (USAID) for involving itself too deeply in USAID program issues 
and by Congress for not exercising its mandate more energetically, has 
performed surprisingly well in this essentially no-win situation. To create 
a more collaborative atmosphere, S/NIS/C should undertake initiatives 
to strengthen channels for dialogue on USAID ‘ssues, as well as plan 
for future changes in the assistance program. This could be achieved with 
more frequent informal, but regular, discussions of policy-related issues 
at the deputy coordinator and deputy assistant administrator level. 





POST INSPECTIONS 


Argentina 


The Government of Argentina, over the 12 years since the end of the 
military government, has moved into a position of virtual partnership 
with the United States on many issues of mutual concern. The Argen- 
tines have adopted compatible economic policies, freeing up their mar- 
kets, privatizing and rationalizing their industry, and downsizing their 
public sector in ways that reinforce the country’s role and growth po- 
tential as a major regional power. 
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Key Issues Identified 


es U.S.-Argentine relations have expanded greaily over the past few 
years. Embassy Bueros Aires is at the center of this expanding relationship. 

we While the pos: s workload and relative importance have increased 
dramatically, its information management systems remain incapabie of 
producing the efficiencies that would enable higher productivity. 

e The embassy should establish a rational FSN retirement policy and 
address related questions of long-term legal and financial liabilities. 





Chile is a major Latin American economic success story, a result of two 
decades of free-market policies and private-sector-led development. In 
1988, the military government allowed a plebiscite to choose between 8 
more years of military rule and a return to civilian democracy. The peo- 
ple voted for democra-v. General Pinochet remains head of the army, 
and the civilian gove . «at continues to bear in mind how the military 
will react to major p. ~  Jecisions. 


Key Issues Identified 

@ Chile is doing well politically and economically. Democratic in- 
stitutions are gaining strength, and relations between the military and 
civilian components of the government are growing easier. Embassy 
Santiago correctly perceives the North American Free Trade Area ac- 
Cession negotiations as its highest short-term priority. 

es Embassy Santiago has completed the relocation to a new chancery. 
But there is room in the new building for several U.S. Government agen- 
cies that still occupy space outside the chancery. Every effort should be 
made to locate all U.S. Government functions within the chancery. 

es Embassy Santiago should develop and implement plans to pro- 
mote the visa waiver program for Chile. 





U.S. policy toward Cuba operates in an emotionally charged atmosphere. 
Castroite repression and its instruments still relentlessly crush all public 
and most private dissent in a quiescent population. The U.S. Interests Sec- 
tion in Havana, which operates ovt of the Swiss Embassy, is a growing 
post that is undergoing a numb« of improvements to help counterbalance 
the difficult working and living conditions in Cuba. In particular, support 
for the post by the Department's Office of Foreign Buildings Operations 
and Office of Information Management has been excellent. 


Key Issues Identified 


e While overall morale at post is good, some employees feel iso- 
lated in stressful conditions. A number of factors contribute to the stress, 
including the sustained high pace of work, and increasing number of 
temporary-duty personnel, and a hostile after-hours living environment. 
As such, Cuba remains a difficult place for Americans to live and work. 

e Fulfillment of U.S. obligations under the 1994 migration accords 
and their 1995 revisions resulted in a tenfold increase in consular work- 
load, involving U.S. monitoring of returnees in the Cuban countryside 
and a large increase in immigrant visa issuances. 
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Ei Salvador El Salvador has been a U.S. foreign policy success. In El Salvador, the 
United States helped thwart a communist takeover, spurred a peace pro- 
cess, implanted democratic roots, reversed the human rights situation, 
marginalized the army and attenuated the oligarchy, and fostered a po- 
tential economic boom based upon free market principles. 


Key Issues Identified 


s U.S. relations with El Salvador are being managed in an exemplary 
fashion under the leadership of a knowledgeable ambassador. 

s At a construction cost of approximately $63 million and sited on 
26 acres, Embassy San Salvador perhaps sets the standard for shortsight- 
edness in excessive chancery construction. The embassy was built at the 
apex of U.S. interests and involvement in El Salvador, and is now too 
large for present U.S. needs. 

es Consolidating the immigrant visa workload of five Central Amer- 
ican posts in San Salvador can provide savings. 

w The pervasive crime threat in El Salvador causes a large drain on 
U.S. resources. It is a major morale issue and contains the potential for 
destabilizing the budding democratization and economic reform efforts 
of the Salvadoran Government. 





Guatemala Guatemala continues to struggle with some of its long-term challenges 
by negotiating an end to a 34-year-old insurgency, getting a firmer toe- 
hold on a civilian-led democracy, and coming to grips with its human 
rights problems. Since World War II, Guatemala's relationship with the 
United States has ebbed and flowed between strong engagement and 
arm’s-length coolness. 


Key Issues Identified 


es Embassy-based counternarcotics programs, carried out by the nar- 
cotics affairs section and the Drug Enforcement Administration, have 
directly contributed to a dramatic reduction of cocaine trafficking along 
the Central American air route and a nearly complete eradication of 
poppy fields in Guatemala. 

e Embassy Guatemala would be an 
appropriate venue for regionalizing of 
the Department of Commerce’s Foreign 
Commercial Service activities in northern 

@ Narcotics trafficking and illegal 
immigrant smuggling operate in a similar 
fashion (indeed, the two operations are 
often run by the same people); consequent- 
ly, the embassy has established a law en- 
forcement coordinating committee to 
improve effectiveness in countering these 
activities. 
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Honduras secks to stay on the democratic track and improve its record 
on human rights. The relationship of the United States with Honduras 
Key Issues identified 

@ The downsizing of all agencies at post is called for and should con- 
tinue until it reaches a level consonant with U.S. interests in Honduras. 

@ Honduras is a vital link for illegal migration activities, including 
alien smuggling, in the region. U.S. efforts to combat this activity in 
Honduras, however, have been of limited effectiveness. 





Jamaica is a friendly country, committed to democracy and the free- 
market system, and shares U.S. interests in Caribbean stability. 


Key Issues Identified 


@ The main U.S. interests regarding Jamaica are drug control efforts 
and control of illegal travel and migration. 

es Official Jamaican cooperation in combatting fraud, corruption, 
and bureaucratic inefficiencies in the struggle against illegal migration 
has not been as forthcoming or effective as the assistance provided in 
protecting American tourists. Nevertheless, the embassy is performing 
its border security job well. 





Paraguay is experiencing the development of democratic institutions 
such as an opposition-controlled parliament, an increasingly independent 
judiciary, a free press, and the growth of independent political pressure 
groups. 

Key Issues Identified 


@ Embassy Asuncion plays a useful role in promoting democracy in 
Paraguay. Progress is being made in spite of the constraints represented 
by years of military dictatorship and corruption stemming from the coun- 
trys smuggling-based economy. 


@ International adoptions have become a growing consular prob- 
lem because of Paraguay’s relaxed adoption regulations and use of the 
Paraguayan court system to circumvent U.S. immigration laws. The 
embassy is assisting elements of the Paraguayan Government seeking 
to institute reforms aimed at providing safeguards to limit adoption 
fraud. 





U.S. relations with Peru are important, complex, and difficult. In recent 
years, Peru has faced two separate terrorist insurgencies. It is the source 
of two-thirds of the world’s coca leaf, the raw material for cocaine. The 
United States has significant investments in Peru. Peru has made 
progress in the area of human rights and is moving to strengthen demo- 
cratic institutions. 
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Belize and Netherlands 





Key Issues Identified 

s Bilateral relations with the Fujimori government have been 
stormy, with human rights violations, his autocratic style, the drug issue 
and, most recently, the war with Ecuador causing frequent disruptions. 
The embassy has correctly suggested that the U.S. Government conduct 
an interagency review to consider specific ways to improve relations. 

s Although the Peruvian Government agrees that illegal cocaine 
traffic should be eliminated, there are major differences with the United 
States over strategy, most significantly over eradication of coca crops. 
The Fujimori government declared that, without grant assistance for de- 
velopment of alternate sources of income for coca farmers, it will not 
eradicate mature coca fields. Furthermore, it opposes eradication of coca 
by herbicidal means. 

es The Adnrinistration’s decision to request FY 1996 funding for nar- 
cotics-related alternative development under the international narcotics 
control appropriation, rather than the foreign assistance appropriation, 
should result in better targeting of these programs. 

ws The 18 percent value-added tax imposed by Peru on most goods 
and services has had a severe impact on the post operating budget (by 
approximately $1.8 million per year). Repeated attempts to seek relief 
have achieved only minimal success. The United States may have to take 


reciprocal action. 





Uruguay's notable role in international organizations, and as a regional 
capital market, mean that multilateral issues have become more impor- 
tant to our bilateral relationship. The major bilateral issue is the U.S. 
desire that the Government of Uruguay criminalize, and make greater 
efforts to control, the money laundering that evidently takes place 
through the local banking system. 
Key Issues Identified 

es Embassy Montevideo works in the positive atmosphere of a func- 
tioning democracy, restored 10 years ago after an exceptional period of 
military rule. 

s The embassy’s capable FSN staff has undergone a reduction in 
force, and pension and fringe benefits issues still need to be resolved. 

@ The local guard force has been hired in a manner that has created 
a potential unfunded liability. 





The United States has asked the Belizean Government to play a more 
active and responsive role in dealing with bilateral and regional prob- 
lems. U.S. interests in Belize and the Netherlands Antilles center around 
protecting U.S. tourists who visit these countries, maintaining appropri- 
ate immigration controls, and combatting narcotics production and traf- 
ficking. 

Key Issues Identified 


@ At a time of declining U.S. Government presence in Belize, 
traditionally friendly and noncontroversial U.S.-Belize relations are 
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experiencing new strains, with increasing U.S. pressure for support on 
regional initiatives at a time of decreasing U.S. assistance. 

se Embassy Belize City’s administrative management controls are 
weak. 

@ The last-minute decision to keep Consulate General Curacao open ir 
August 1993 after the post had taken several measures to shut down caused 
severe disruptions in routine operations, which the post has now nearly 
overcome. Due to budget pressures and pursuant to the Department's Stra- 
tegic Management Initiative, the post is again slated for closure. 





The inspection found that Embassy Antananarivo is doing an outstand- 
ing job of promoting U.S. interests in Madagascar. The embassy closely 
coordinates policy with all interested groups in country in support of eco- 
nomic reforms that are central to the achievement of U.S. objectives in 
Madagascar. A credible stabilization program is a precondition for 
Madagascar to work its way out of decades of social neglect, a closed 
political system, and misguided economic policies. Absent adequate eco- 
nomic reforms, well-intentioned U.S. assistance efforts have little pros- 
pect of reversing current negative trends. 

Key Issues Identified 


es The effectiveness of U.S. assistance programs in Madagascar is 
undermined by inadequate management of cumulative global congres- 
sional earmarks. Rather than a balar ced development program serving 
overall U.S. interests, Madagascar increasingly could become a vehicle 
for the unwarranted allocation of earmarked funds to meet congression- 
ally established global spending levels beyond local needs. 

@ The chief of mission has moved aggressively to adjust staffing to 
post-Cold-War realities. A study should be undertaken to determine the 
feasibility of restructuring the mission to combine functions and further 
reduce staff, making the most efficient and effective use of personnel 
and other resources across agency lines in both the administrative and 
substantive areas. 

@ Noting that the U.S. diplomatic presence should reflect both our 
overall interest in the country as well as specific areas of concern, OIG 
recommended reviewing both the level of U.S. commitment and the 
structure of the embassy in light of the fact that Madagascar is not a stra- 
tegic priority for the United States. 
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The inspection of Embassy Dakar found the embassy well managed and 
under strong leadership, with good focus and coordination among em- 
bassy sections and across agencies. The ambassador initiated and car- 
ried out an effective downsizing effort, which included all agencies, 
resulting in an embassy that is staffed more appropriately. 


Key Issues Identified 


@ With its recent infrastructure improvements the embassy is now 


poised to act as a regional support base to nearby posts. These posts 
could then be downsized for greater efficiency or to better match U.S. 
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Tanzania 





se Embassy Dakar’s effort to engage the Bureau of African Affairs 
in a dialogue on such a regional support role has been met largely by 
silence. Regional responsibilities have been assigned to various admin- 
istrative units with little pattern and on occasion have been imposed on 
the post without much discussion. The Bureau of African Affairs should 
move to a more open and reasoned dialogue on a regional support role 
for Embassy Dakar. 





Once the largest recipient of American aid in sub-Saharan Africa, Sudan 
now receives only U.S. humanitarian assistance for the internally dis- 
placed in the north and for relief operations in the southern civil war 
zone. The United States is concerned about the present Sudanese Gov- 
ernment's policies toward terrorists and its human rights record. 

Key Issues Identified 

se Embassy Khartoum’s program plan needs to be revised, with re- 
sources assigned accordingly, and with objectives more attuned to the 
possible. Reporting from Embassy Khartoum is excellent, indeed out- 
standing; but required reporting should be reduced and Washington ex- 
pectations contained. 

s Following the drawdown of U.S. staff in September 1993, the 
Under Secretary for Management imposed a staffing ceiling, which has 
been adhered to, on U.S. direct-hire positions including temporary-duty 
staff 

s The embassy is well managed and functions well in a collegial and 
supportive manner. Some management control weaknesses were found 
in the areas of duty free fuel sales, the employee association, property 
management, and contracting; the post has initiated corrective action. 

es Given the reduced American staff at the mission, the post was 
working to make further staffing and resource adjustments. The inspec- 
tion report recommended that the embassy review the possibility of com- 
bining Department of State and USAID administrative services in order 
to achieve further efficiencies and savings. 





Tanzania's move to a multiparty political system in 1992 cleared the way 
for better relations with the United States. The country should reach an- 
other political milestone with the multiparty parliamentary and presiden- 
tial elections scheduled for fall 1995. 


Key Issues Identified 


@ Embassy Dar es Salaam is effective in promoting U.S. interests 
in Tanzania. These interests are essentially in the areas of human rights 
and political and economic reform. 

e The inspection found that these objectives can be better accom- 
plished through a restructured U.S. mission, more attuned to the per- 
formance of necessary functions than to the specific concerns of 
individual agencies. Exemplary interagency cooperation at Embassy 
Dar es Salaam provides a solid foundation for an effort toward greater 
efficiency through restructuring across agency lines. Already several 
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USAID-funded programs are currently managed by members of other 
agencies at post. The embassy should review support services to deter- 
mine the feasibility of combining or eliminating duplicate administra- 
tive operations among the agencies at post. 

s USAID allocations to meet global congressional carmarks in the 
FY 1996 foreign assistance budget have impaired the field-based strate- 
gy and program development process and could distort the assistance 
program. 

@ The effectiveness of U-S. assistance activities ultimately depends 
on the will of Tanzanian authorities to complete essential economic re- 
forms and reverse negative trends. 

@ The inspection found that a restructured embassy should reflect a 
higher priority for refugee concerns. The report also recommends that 
officers with refugee reporting responsibilities receive training in refu- 
gee affairs. 





Embassy Kinshasa’s principal responsibility is to manage the bilateral 
way in Zaire. Humanitarian and human rights concerns, including the 
plight of more than one million Rwandan refugees in the eastern part of 
the country, present another major challenge to the mission. 

Following the civil and military unrest of 1991 and 1993, U.S. em- 
ployees and family members were evacuated. Relations hit bottom in 
1993, with the United States registering disapproval through a restric- 
tive visa policy and replacing the departing U.S. ambassador indefinite- 
ly with a charge d'affaires. Mission staffing was reduced from 236 U.S. 
direct-hire employees in 1991 to 38 at the time of the inspection in Jan- 
vary 1995. 

Key Issues Identified 

@ Current staffing is adequate, but the mix of personnel is not. The 
Department-imposed ceiling of 38 direct-hire U.S. employees effective- 
ly froze mission structure. The Department should replace the current 
ceiling with a more flexible formula that embraces all official U.S. em- 
ployees in the country. While holding the line on staffing, the chief of 
mussion should be permitted to adjust staffing among sections and agen- 
cies at post to ensure that U.S. interests are best and most efficiently 
served. 

e Consulate General Lubumbashi, a largely unused facility since the 
1991 withdrawal of U.S. personnel, continues to cost approximately 
$250,000 annually for maintenance and security. The inspectors recom- 
mended that the consulate be closed and the property disposed of. The 
major drawdown of the embassy calls for significant real and nonexpend- 
able property disposal in Kinshasa as well. 

@ Embassy Kinshasa has been plagued with fraud in recent years, 
and some of the embassy 's most senior FSN employees have been sepa- 
rated for cause. Contributing to this vulnerability is the deteriorating 
economy, low salaries, no retirement system, and inadequate oversight 
by U.S. officers. 
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Mali, Mauritania, Cape Verde 





Given the limited U_S. foreign policy interests in Mali, Mauritania, and 
Cape Verde and budgetary constraints, these posts are being downsized or 
have already been reduced in size. In Mali, which is ripe for democrati- 
zation programs, the USAID program is a significant presence; in Mau- 
ritania, where the human rights record limits assistance, and Cape Verde, 
where there is little need, U.S. assistance is minimal or nonexistent. 

Mali is a remote, difficult, and expensive environment in which to 
live and operate. With the end of the Cold War, former communist do- 
nors have ended their assistance programs, and many countries have re- 
duced or ended their presence here. Only France, the former colcnial 
power, and the United States retain sizable missions. 


In spite of the inspection report's agreement that Embassy Mali 
should downsize more, the inspectors agreed with the embassy that the 
potential exists to create in Mali a model for political, economic, and 
social development in Africa. This merits continuation both of U.S. as- 
sistance efforts and of the relatively large embassy and USAID staff for 
the next few years. 


Mauritania, a 35-year-oid Islamic republic burdened by tribal and 
racial conflict, is turning, haltingly, toward democracy. U.S. policy 
should reflect this transition. The inspection found that Embassy 
Nouakchott has done a commendable job in managing downsizing 
amidst a declining relationship. Now a Special Embassy Program post 
(as recommended during the 1990 OIG inspection), the embassy needs 
to address medium-term staffing. Total employmeni, which was 340 at 
the time of the last inspection, is now 152. U.S. direct-hire employees 
are down from 36 to 15 and will drop to 12 in 1996. The inspection rec- 
ommends reducing the post to nine U.S. direct hires within 2 years. US- 
AID activities continue at a low level without direct-hire presence. The 
Peace Corps is the only other agency represented at post. 

As one of the few African nations making a successful transition to 
a democratic government and liberalized economy, Cape Verde has 
graduated to the middie rank of developing countries. This will result in 
the end of USAID presence in 1996. With more Cape Verdeans living 
in the United States than in Cape Verde, good consular work is the es- 
sence of the U.S. presence. 

With this in mind, and given the milestones achieved, the post needs 
to make staffing and real property plans for the next decade. The inspec- 
tion report recommends reducing Embassy Praia’s direct-hire U.S. staff 
to two positions from five. The post enjoys good administrative man- 
agement and internal controls. 





FOLLOWUP REVIEWS 


OIG conducts followup reviews to evaluate and report on implementa- 
tion of recommendations from previous inspections. These reviews en- 
sure that inspected posts are carrying out policy and resource 
recommendations and serve as quality assurance measures for the OIG. 
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In Addis Ababa, Ethiopia, the followup review found that the post 
had made significant progress in overcoming many problems noted in 
the original report. The embassy should be commended for its efforts 
and achievements in inaugurating the economic reporting and commer- 
cial facilitation program that was recommended in the original report. 
The embassy aas acted to correct many internal control deficiencies, but 
some areas continue to require attention. 


In Budapest, Hungary, the followup review found implementa- 
tion of recommendations made in the original inspection report general- 
ly good but with exceptions in some areas. Construction projects aimed 
at upgrading chancery space were progressing well, and recommended 
improvements in administration had been implemented. The largest 
group of recommendations in the original report involved consular op- 
erations, and compliance with those recommendations was irregular. At 
the time of the followup review, Embassy Budapest had not taken ade- 
quate steps to end U.S. Government subsidization of a private education- 
al institution. Both the embassy and the Department are now moving to 
do so. 


In Bucharest, Romania, the followup review found that implemen- 
tation of the original inspection report’s recommendations was general- 
ly good. However, for three recommendations involving personnel actions 
in the consular section, the embassy had informed OIG that it had com- 
plied with the recommendations when, in fact, due to oversight, the actions 
reported had not yet been undertaken. On a recommendation concerning the 
safety program at Embassy Bucharest, the followup review did not find 
adequate evidence that the embassy had addressed the inspectors’ con- 
cerns. The embassy had, however, implemented several recommenda- 
tions with which it strongly disagreed. 


In Caracas, Venezuela, actions have been taken to analyze the 
workload to determine the appropriate staffing levels of the administra- 
tive section. As a result, the post has requested additional positions to 
be able to provide adequate administrative services. 


In Kathmandu, Nepal, the followup review found the quality of the 
embassy ’s compliance with OIG’s recommendations to be uneven. Like- 
wise, Department entities tasked with actions in the inspection report 
turned in a mixed performance. While compliance was excellent regard- 
ing consular recommendations and FSN training, the post firmly opposed 
a recommendation to reduce staffing. 


In Manila, Philippines, the embassy had done a good job of address- 
ing the concerns raised in the 1994 inspection report. The post was par- 
ticularly assiduous in addressing management controls concerns in 
consular, general services, and employee association operations. 


In New Dethi, India, the followup review found good-faith efforts 
by the embassy to implement the inspectors’ recommendations. Embas- 
sy New Delhi has successfully addressed the management control vul- 
nerabilities identified in the 1994 inspection report. 
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Office of Security Oversight 





The Office of Security Oversight (OSO) released its second summary 
report of overseas security inspections, addressing findings and recom- 
mendations from inspections conducted between 1991 and 1994. The 
summary report found that the overseas security program requires vigi- 
lance and diligent management to ensure the safety and security of over- 
seas posts. The report noted that the continued reductions in resources 
will require new and creative ways of approaching security and an in- 
creasing need to design security programs to meet specific post vulnera- 
bilities. Reports also were issued tnis period on the results of two audits 
and 17 inspections and followup reviews. In addition, OSO released its 
second “pocket summary,” presenting highlights of the audit of emer- 
gency evacuation procedures in an abbreviated format. 





AUDITS 


Emergency Evacuation 


Domestic Telephone Security 


The Department of State evacuates both U.S. Government employees 
and private U.S. citizens from overseas countries because of civil disor- 
der, political unrest, or natural disaster. The number of evacuations has 
been increasing, with 78 evacuations since FY 1991, at a cost of more 
than $14 million. The Department has undertaken a number of initiatives 
to improve emergency preparedness; however, officials both in Wash- 
ington and at overseas posts continue to manage the evacuation process 
in an ad hoc fashion. Specifically: 


we The Department has not provided effective management, over- 
sight, and evaluation of the evacuation process. 

w There is no coordinated emergency preparedness program. 

ws Evacuation planning and preparedness at posts overseas is insuf- 
ficient because of a lack of Department oversight and absence of ac- 
countability by post management. 


Consequently, each evacuation is “reinvented,” lessons learned are 
not realized, and the potential for serious injury or loss of life is signifi- 
cantly increased. 





The Department’s unclassified telephone system is composed of a net- 
work of computerized telephone systems at 21 locations. This service 
cost the Department $12.6 million plus an additional $5.5 million for toll 
calls annually. This followup audit concluded that, since the original 
1993 report, the Department has made significant improvements. How- 
ever, weaknesses still exist that warrant continued management atten- 
tion. Specifically, the Department lacks a formal telephone security 
policy; has not performed a telephone system security evaluation; and 
does not undertake all the precautions necessary to fully protect the sys- 
tem from unauthorized use. OIG made recommendations to improve the 
security of the unclassified telephone system. 
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INSPECTIONS 


Embassy Kiev, originally conceived as a small Special Embassy Pro- 
gram post, now finds itself overcrowded with Department and other 
agency personnel, who are straining the Department’s security resourc- 
es, not to mention the post’s space requirements. Embassy Kiev needs 
to improve its emergency preparedness, install a postwide emergency 
radio network, and work to acquire appropriate residential housing. 





Embassy Minsk is a small Special Embassy Program post in a newly in- 
dependent state whose previous claim to fame was as a major training 
site for the Soviet intelligence service. The embassy is grappling with 
such problems as a staff that is rapidly overflowing its cramped quarters 
and how to best protect its classified holdings. Physical security in the 
chancery is generally good, and residential security continues to im- 
prove. Most employees feel safe in Minsk and in Belarus in gener=}. 
However, the post needs to work on its emergency preparedness and in- 
stall a postwide emergency radio network. 





The security program at this post is properly managed and received 
excellent support from senior management and the embassy staff. The 
primary deficiency noted during the inspection was the need to improve 
procedures governing access control to the embassy compound. Although 
the security office in Helsinki has the responsibility for the security 
operations at the U.S. embassies in the three Baltic states, this additional 
activity has not diminished the effectiveness of Embassy Helsinki’s 
security program. An area of growing concern in Finland, albeit a small one 
by comparison, is the increase in petty and organized crime generally 
associated with Russian narcotics trafficking and black marketing. 





Poland, only 5 years after breaking with communism, has made major 
social and economic transformations and continues to experience politi- 
cal and economic changes. The country has paid a price for this change. 
The inspection disclosed that one of the 
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greatest impacts upon the embassy secu- 
rity program, owing to a large degree to 


Poland’s new political system, has been During this reporting period, the Office of Security 
the critical level of criminal activity. initiated and arranged for the transfer of 41 surplus 


Crime in Warsaw has become a signifi- | (ousment from O1G to the Bureau of Airican Affairs and the 


cant security threat; however, the embas- of Information Management for shipment to overseas 
sy is having success in its programs to transfer of equipment saved tens of thousands of 
protect U.S. personnel and interests. A | Purchase of new equipment and enabled the posts to meet security 


residential security program employing 





new alarm systems has greatly reduced ‘Tempest is the name of a system for preventing the emission of 
the number of incidents directed against electronic emanations by classified information processing equipment. 





embassy personn: . 
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Locations of OIG Activities, 
April 1 - September 30, 1995 Hong Kong | 
During this reporting period, the Office of Inspector General conducted _\ndia, New Delhi 
operations at 100 foreign and 30 domestic locations, as listed below. ny oe 
Jamaica, Kingston 
Argentina, Buenos Aires Canada, Toronto Cuba, Havana Japan, Tokyo 
Azerbaijan, Baku Cape Verde, Praia El Salvador, San Salvador Fukuoka 
Belgium, Brussels Chile, Santiago Estonia, Tallinn 
Gent China, Beijing Ethiopia, Addis Ababa Osaka-Kobe 
Belize, Belize City Chengdu Finland, Helsinki Sapporo 
Bolivia, La Paz Guangzhou France, Paris Kazakstan, Almaty 
Chimore Shanghai Georgia, Tbilisi Laos, Vientiane 
Cochabamba Germany, Berlin Latvia, Riga 
Santa Cruz Congo, Brazzaville Bonn Liberia, Monrovia 
Burma, Rangoon Costa Rica, San Jose Frankfurt Lithuania, Vilnius 
Cambodia, Phnom Penh Cote d'ivoire, Abidjan Guatemala, Guatemala Luxembourg, Luxembourg 
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Nepal, Kathmandu Spain, Madrid Myrtle Beach, SC Venezuela, Caracas 


Netheriands Antilles, Curacao Seville Newark, NJ Vietnam, Hanoi 
Nicaragua, Managua Sri Lanka, Colombo New Castle, DE Zaire, Kinshasa 
Paraguay, Asuncion Sudan, Khartoum New York, NY Lubumbashi 
Peru, Lima Switzerland, Bern Oklahoma City, OK 
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Cambodia 








A renovation program has been approved by the Department of State 
Office of Foreign Buildings Operations to upgrade the generally deteri- 
orated condition of the chancery building and other structures on the 
compound. This project will substantially enhance the physical security 
posture of the embassy. 


The inspectors found several deficiencies in Embassy Warsaw’s 


emergency preparedness program. In most of the facilities of the tenant 
agencies, either an emergency notification system was lacking or the one 


in place was not fully functional. Consulate General Poznan has a fairly 
good security operation. Consulate General Krakow requires improve- 
ments in physical security. 





Burma has a military government, a poor human rights record, and high 
prominence in illicit narcotics trade. U.S. policies authorize a low-level 
presence in Rangoon to encourage movement toward a more democrat- 
ic and cooperative regime. In this setting, Embassy Rangoon has a gen- 
erally good security program. Relying as it must on its own resources, 
Embassy Rangoon benefits from long-held facilities, adequate resourc- 
es, and a low level of crime. Despite these successes, the inspection 
found that improvements were needed in procedural security (e.g., re- 
ducing the number of security violations) and in preparedness, where the 
importance of the emergency radio network and of contingency drills 
needs to be recognized. Closer implementation of technical security di- 
rectives is also called for. 





The only post in Indochina that was open after the Vietnam war, Em- 
bassy Vientiane today tends a budding relationship with a country that 
is a living paradox of the Cold War. Officially a “people’s democratic 
republic” bui vith < market economy, Laos has neither completely kept 
to its Marxist past nor totally embarked on a new path. Narcotics con- 
trol and prisoner-of-war/missing-in-action issues are principal areas of 
U.S.-Laotian cooperation, but Laotian assistance in matters pertaining 
to the security and safety of embassy personnel has not been obtained. 
This needs higher priority. 

In general, Embassy Vientiane has an effective security program. By 
necessity the post is self-reliant, but it is not prepared to cope with emer- 
gencies. The post needs to raise the local guard force’s proficiency and 
to improve emergency planning. There are no significant deficiencies in 
the important technical security program. 





Only in 1991 was a U.S. presence reestablished in Phnom Penh and the 
embassy reopened. The new embassy found a country struggling against 
anarchy, still suffering from the Khmer Rouge’s murderous reign and 
laboring to restore an economy and infrastructure that, with deliberate 
purpose, had been almost destroyed. These problems are still far from 
solution. The post has a 164-member-strong local guard force that has 
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been built up from nothing in 4 years. The inspection report recommend- 
ed some money-saving reductions and managerial improvements and 
found that the force’s present form of hiring under purchase-order con- 
tracts is unacceptable; personal services contracts, run by embassy man- 
agement, would, in this case, appear to be more efficient and 
considerably less costly than the alternative of a commercial contract 
guard force. 





While many aspects of security are good, Embassy Mexico City con- 
tinues to struggle with problems associated with its vast size, such as 
how to ensure proper security at all diplomatic facilities both within 
and outside of Mexico City. This is a time when professional security 
resources have been sharply reduced. Emergency preparedness at all 
facilities needs more attention as does control over the vast proliferation 
of communication and computer devices. Crime is also of increasing con- 
cern to most employees throughout the country, but especially in Mexico 
City. 





The Department of State and Embassy Lagos are seriously concerned 
about the safety of personnel assigned to Nigeria. Few posts in the 
world rival Lagos in the seriousness of the criminal threat, which is 
frequently manifested against diplomats, members of the expatriate 
community, and local citizens by incidents of burglary, vehicle hijack- 
ing, and robbery. Although most criminal activity is confined to the ma- 
jor population center of Lagos, serious incidents have been reported 
elsewhere in the country. Local police are often ineffective and report- 
edly have actively participated in some of these criminal activities. To 
counter this threat, the embassy has established an effective residential 
security program and has brought its personnel to a high level of secu- 
rity awareness. Although the post has appropriately focused its atten- 
tion on deterring crime, other important security vulnerabilities need to 
be addressed. 





Facing a security environment that leans towards the precarious, Em- 
bassy Freetown has developed a generally good security program that 
is properly focused on its main threats. Tom by civil war since a 1992 
military coup, Sierra Leone totters between military anarchy and civil 
lawlessness. Fortunately, to date, the embassy and the official U.S. com- 
munity have escaped any serious incidents. The residential security pro- 
gram is solid and, if residents continue to use the furnished locks and 
alarms and the local guards remain vigilant, little more can be done to 
enhance residential security. However, the physical security posture of 
the chancery needs to be improved. With the chancery located in a heavi- 
ly congested downtown area next to Sierra Leone’s traditional mob ral- 
lying point and with minimal setback from the roadway, Embassy 
Freetown is inherently vulnerable. The one major vulnerability that can 
be corrected is the absence of appropriate grillwork on accessible win- 
dows on the second and third floors of the chancery. With minor excep- 
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tions, security at all other embassy facilities, including residences, 1s ad- 
equate. Other findings in the report discuss the need for improvements 
in procedural security and technical problems where the assistance of 
security engineers will be required. Several matters relating to procedural 
security and emergency preparedness, however, constitute weaknesses 
in the overall program and need attention. All but the technical short- 
comings can be remedied within current resources. 





SUMMARY OF SECURITY INSPECTIONS FISCAL YEARS 1991-1994 


Cost of improving 
Overseas Security 


32 





This report summarized and analyzed the results of the security inspec- 
tions conducted by OSO between 1991 and 1994. During this period, 
OSO inspected 65 critical threat and high threat missions. The report as- 
sessed the overall state of security at these posts, identified significant 
systemic issues, presented conclusions, and made recommendations for 
improvements in the Department's security programs. Overall, the re- 
port found that the overseas security program requires constant vigilance 
and diligent management both at the posts and in Washington for over- 
seas posts to be safe and secure. 





Three factors drive the overseas security program: the threat to U.S. 
personnel assets, the security standards designed to protect them, and 
the resources available to meet the standards. These three factors must 
be addressed in unison to produce a viable security program; how- 
ever, each of these factors is changing constantly. Crime is increasing in 
many areas of the world, advancing technologies could render existing 
technical security defenses obsolete, and posts must always be pre- 
pared for shifting patterns of terrorism and civil unrest. As technology 
changes, the standards also change to meet the evolving threat. At the 
same time, the Department is faced with shrinking resources. New and 
creative ways of approaching security will be needed, and security 
programs increasingly will have to be designed to meet specific post 
vulnerabilities. 





Overseas posts, Department management, and OSO have been con- 
cerned about the cost of improving security; fortunately, 59 percent of 
the OSO-recommended security enhancements were completed at no 
cost to the posts. For example, the implementation of procedures, such 
as conducting close-of-business security checks or removing personal 
electronic devices from controlled-access areas, does not require the use 
of scarce resources. In several instances, OSO inspections have resulted 
in Cost savings, such as reducing the size of a local guard program at a 
post. In analyzing the inspection reports, a number of common deficien- 
cies were noted, including a proliferation of controlled-access areas, FSN 
or third-country national employee access to computer data and operat- 
ing systems, and a lack of emergency drills. . 
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Achieving an effective worldwide security program requires that Depart- Management of Security 


ment officials, specifically DS officials, know, to the greatest extent in Washington 


practicable, the overall status of security at overseas posts. However, 
while some program managers may have information on their assigned 
areas, the Department does not have a complete summary of an individ- 
ual post's security posture. This occurred because: 


@ DS does not have a comprehensive database to effectively moni- 
tor each post's implementation of the standards; 

® DS does not consistently track all waivers and exceptions to the 
security standards; and 

® In allocating funds for post security programs, DS relies upon in- 
dividual posts’ requests for funds, rather than objectively identifying and 
prioritizing security deficiencies. 


As a result, DS management cannot ascertain the overall security 
posture of an overseas post in a fast and efficient manner. To determine 
the status, a senior manager would have to inquire with each individual 
program manager and analyze the responses. A comprehensive database, 
with the security standards, the waivers and exceptions to the standards, 
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and the posts’ ability to meet the standards could assist senior managers 
in determining the appropriate mix of security assets to procure with the 
limited amount of funds available and where these resources should be 
allocated. 





FOLLOWUP REVIEWS 


Lithuania 


Estonia 


‘4 





The facility that was purchased to be the U.S. Embassy has inherent 
security vulnerabilities and operational limitations, including overcrowd- 
ing. Nevertheless, overall action in complying with the 1994 OSO in- 
spection report’s recommendations was excellent, with final action 
having been completed on more than 80 percent of that report's recom- 
mendations. Twenty-five recommendations were made in this followup 
review to further improve post security, including recommendations to 
improve physical and especially technical security. The inspectors found 
that the person serving as the collateral duty post security officer had 
not received appropriate training, and recommended that such be pro- 
vided. 





The facility that was leased to be the U.S. Embassy has inherent secu- 
rity vulnerabilities and operational limitations, including inadequate 
setback from the street, overcrowding, and the fact that one wing of the 
building is settling excessively. However, compliance with the 1994 
OSO inspection was found to be good, with final action having been com- 
pleted on 78 percent of the report’s recommendations. Twenty-six recom- 
mendations were made in this followup review to further improve security. 
These include installing a perimeter fence once the building’s settling 
has been arrested, conducting all required drills, and improving controls 
over social functions that are held in the chancery. The inspectors found 
that the person serving as the collateral duty post security officer had 
not received appropriate training, and recommended that such be pro- 
vided. 





Security at Embassy Tallinn was found to have improved significantly 
since the issuance of the May 1994 OSO inspection report. Final action 
had been completed on 93 percent of the report's recommendations. The 
inspectors gave much of the credit for this outstanding compliance record 
to the effective security support provided by the Ambassador. The post's 
most glaring physical security vulnerability—the fact that it has virtual- 
ly no setback from the front sidewalk and cannot, therefore, have a front 
fence or adequate blast protection—is inherent in the building selected 
for leasing and cannot be addressed by any feasible recommendation. 
Thirteen recommendations were made to further improve security. These 
include reviewing local guard program options, completing the post's 
emergency action plan, and conducting all required security drills. 
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Embassy Tel Aviv was found to have complied with 92 percent of the 
recommendations contained in the 1994 OSO inspection report. Even 
with this outstanding compliance record, post officials still needed to 
complete implementation of eight recommendations, including those 
calling for improved communications center safety and expanded closed 
circuit television coverage. The followup review also identified three ad- 
ditional areas where security improvements were needed, including cor- 
recting exit security problems in the remodeled visa waiting area and 
executing a residential security survey of the ambassador's residence 
once it is remodeled. 





Security at Consulate General Jerusalem was found to have improved 
since the issuance of the OSO inspection report, and 85 percent of the 
recommendations were considered closed. Among the recommendations 
reissued were those to implement mandatory close-of-business security 
checks and to prohibit cellular telephones and other such equipment from 
being brought into controlled access areas. Consulate General Jerusalem 
was found to still not have a secure conference room and employees were 
occupying the space needed for the installation of such a room. The in- 
spectors made recommendations to correct this problem, as well as sev- 
en other new recommendations. 





Embassy Kinshasa has made excellent progress in addressing security 
shortcomings identified during the 1994 security inspection. However, 
vulnerabilities and shortcomings still exist. Only a shadow of its former 
self, the embassy has real property holdings that not only are surplus to 
its needs but also constitute an undue physical security burden. As a re- 
sult of the downsizing, the local guard force is significantly larger than 
required. The current guard contractor will not renegotiate the fixed price 
contract; unfortunately, the necessary actions to award a new local guard 
contract that could save up to $500,000 annually still have not been ac- 
complished after 2 years. Comprehensive physical surveys of U.S. fa- 
cilities other than the chancery have yet to be done. An adequate 
screening area has not yet been constructed at the main entry point in 
the perimeter barrier. Semiannual emergency drills and a viable porta- 
ble emergency communications system need to be addressed, and some 
noteworthy technical problems also remain. 
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| Special Operations Review Team 





Special! Review of the 
Curatorial Services and Art- 
in-Embassies Programs 





During this reporting period, the Special Operations Review Team 
completed a review of the Curatorial Services and Art-in-Embassies 


Programs. 





A special review of the Department's Curatorial Services and Art-in- 
Embassies Programs was undertaken to determine whether the $128 
million in assets managed by these programs are being reported in ac- 
cordance with the CFO Act of 1990, adequately accounted for, and prop- 
erly safeguarded. While conducting this review, OIG noted that, in general, 
staff from both programs were remarkably responsive to customer needs 
and were highly praised by officials of the geographic bureaus and over- 
seas posts. 

Notwithstanding this favorable reputation for customer service, the 
review concluded that the Department presently has no systematic 
means to ensure that information about its high-value furnishings and 
art collections will be presented in current or future year financial state- 
ments, in conformance with the CFO Act. In addition, OIG questioned 
the reliability of the information supporting the asset values being re- 
corded by the programs. The report recommended that the Department 
take steps to ensure that the programs’ financial activities are fairly re- 
ported in accordance with the CFO Act and to improve accountability 
and safeguards over its fine and decorative arts collections 
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3 Office of Investigations 


On July 21, 1995, the Inspector General signed a Memorandum of 
Understanding (MOU) with the Federal Bureau of Investigation (FBI) 
and the Assistant Attorney General for the Criminal Division at the De- 
partment of Justice. The State Department OIG and six other statutory 
OIGs were previously designated by the Justice Department to receive 
deputations for their special agents. This new authority empowers OIG 
agents to carry out law enforcement duties including making arrests, 
forcement activities. While these agents previously had such authorities 
on a case-by-case basis, they now have authority covering all assigned 
law enforcement duties. 


This new, more comprehensive, authority will reduce the costs pre- 
viously incurred in the time-intensive administrative process involved 


in case-by-case deputations, increase OIG effectiveness, and enhance 
investigative operational capabilities, while also ensuring agent safety. 








CRIMINAL MATTERS 


South America. In May 1995, officials of the U.S. Embassy in La Paz, Embezziement Theft 
Bolivia, became suspicious that a U.S. citizen, working with the Nar- 
cotics Affairs Section in Trinidad, Bolivia, was engaged in a fraudulent 
scheme to embezzile U.S. Government fuel. OIG investigators found ev- 
idence that the individual had conspired with a local vendor to divert at 
least $50,000 worth of gasoline and had attempted to recruit others to 
participate in the scheme. It was also determined that at least one FSN 
employee had direct knowledge and some involvement in the scheme. 
Because of the large quantity of fuel involved, Bolivian authorities be- 
lieve that the gasoline was being sold locally as a precursor chemical for 
the manufacture of narcotics and expressed interest in prosecuting the 
conspirators under Bolivian law. 

Bolivian law enforcement authorities detained the alleged conspira- 
tors. Documentary and testimonial evidence was presented to Bolivian 
authorities, including the results of an internal embassy audit which con- 
cluded that approximately $125,000 worth of gasoline was embezzled. 
The Bolivian equivalent of an indictment was filed against the field ad- 
viser and the local gasoline vendor based upon information developed 
by the embassy, OIG investigators, and the Bolivian authorities. The 
U.S. employee's contract was terminated, and the FSN was dismissed. 

The indicted conspirators are awaiting trial in Bolivia, facing a po- 
tential sentence of 8 years each if found guilty. The U.S. Department of 
Justice was consulted regarding the possibility of prosecution of the field 
adviser in the United States but declined the case because of the diffi- 
culties involved in obtaining testimony from some witnesses in the Unit- 
ed States and the potential for double prosecution. 
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Arlington, Virginia. On August 3, 1995, a former student 

Butietin services assistant at the National Foreign Affairs Training 

As a result of several investigations con- Center was arrested by OIG agents, based upon a criminal 
was 


ee ee Se complaint and arrest warrant charging the individual with 
ee ee submited nine felony counts of forging endorsements on U.S. Trea- 
by F SNS and by personal services contract sury checks. The former employee, who had been authorized 

oh en pe Fe ta pick up Treasury checks for some students and former 
seas potential of significant . 
cnet eavinas to he US. @ he students, had deposited at least nine of these checks, total 


Office of investgabons issued a Fraud Aer ling more than $6,000, into the employee's own account 
ath Ne Ltt. over a period of several months in 1994. When interviewed 

become farnilias medical by OIG investigators, the employee acknowledged conver- 
eee eee oe sion of the funds and resigned from employment shortly 
to be in with individual heaith thereafter. Resolution of the criminal charges is pending. 
—— Washington, D.C. OIG received a complaint that an office 
assistant, who was authorized to pick up cash for vouchers 
filed by other employees, had converted some of these funds to personal 
done this on two occasions in the previous few months. The employee 
was charged in Superior Court for the District of Columbia with two fel- 
ony counts of theft and subsequently entered into a Pretrial Diversion 
Agreement with the U.S. Attorney's Office for the District of Colum- 
bia. Under the agreement, there will be no criminal prosecution if the 
employee successfully completes a 3.S-month probation period and 40 
hours of community service and makes restitution. 

















Employee Misconduct Miami, Florida. OIG agents, working with agents of the Florida De- 
partment of Law Enforcement, developed information that a Department 
employee was lending money to Miami-area residents at usurious inter- 
est rates, sometimes exceeding 100 percent. The investigation resulted 
in the arrest of the employee and his spouse who were charged with three 
counts each of loan sharking, a State of Florida felony. Subsequent to 
their arrests, both defendants pleaded no contest in state court and were 
each sentenced to one year of probation and ordered to make restitution 
to their victims. The subjects also forfeited more than $9,000, which had 
been confiscated during the arrests. 








False Claims Philadelphia, Pennsylvania. As a result of a joint investigation conduct- 
ed by the O1Gs at the Department of State and the Department of Labor, 
a former employee of the Philadelphia Passport Agency was indicted in 
June 1995 on 30 counts of mail fraud related to the former employee's 
receipt of more than $20,000 in worker's compensation benefits under 
the Federal Employees Compensation Act (FECA). This program is ad- 
ministered by the Department of Labor, and the costs of the benefits paid 
are charged to the employing agency. 

The investigation disclosed that, subsequent to employment as a 
passport clerk, the individual worked full time as a bus driver for a local 
transportation authority while drawing FECA benefits from the State 
Department for a back injury claimed while employed at the passport 
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agency. The subject also filed a subsequent disability claim through the 
transportation authority for a back injury sustained in an accident while 
driving a bus, although none of the bus passengers reported any injury 
from the accident. On August 8, the subject pleaded guilty to a felony 
charge of mail fraud and admitted to having also committed the offenses 
described in the other 29 counts of the indictment. Sentencing is 
pending. 





Alexandria, Virginia. Based upon information provided by the Drug 
Enforcement Administration, OIG and the Immigration and Naturaliza- 
tion Service (INS) opened an investigation into the activities of a Jamai- 
can national, who was a convicted felon who had reentered the United 
States after being deported. It was determined that, after returning to Ja- 
isaica, the individual had fraudulently obtained a multiple-entry, 10-year 
nonimmigrant visa in November 1994 from the U.S. Embassy in King- 
ston, Jamaica. On August 15, 1995, a criminal felony complaint was 
filed, charging the individual with visa fraud, and an arrest warrant was 
issued. On August 25, OIG and INS, with the assistance of local police, 
arrested the defendant in Roanoke, Virginia. The individual was indict- 
ed in U.S. District Court, Eastern District of Virginia, on September 5 
for false use or misuse of visas and other documents. Prosecution is 


pending. 


Visa Fraud 





CIVIL/ADMINISTRATIVE MATTERS 


East Asia and the Pacific. An investigation was initiated following anon- 
ymous complaints that a diplomatic courier stationed at the regional 
communication center in Bangkok, Thailand, had entered into a scheme 
to profit from the sale of a personally owned vehicle, in contravention 
of Department regulations. Information provided by foreign nationals 
involved in the transaction, and post documentation regarding the vehi- 
cle, disclosed that the employee had falsely certified to the embassy, at 
the time of purchase and again at the time of resale, the amount paid for 
the vehicle. The official retained the $3,895 difference reported from the 
sale and resale of the vehicle. The official was interviewed and an affida- 
vit obtained. The official ultimately admitted to the profit scheme and to 
knowingly making two false statements regarding the sale. This matter was 
declined for prosecution in favor of administrative action by the Depart- 
ment. The officer subsequently retired from government service and re- 
paid the sale profit to the Department for forwarding to a charity. 


South America. In August 1995, OIG received information from Nar- 
cotics Assistance Section (NAS) officials at Embassy La Paz, Bolivia, 
that NAS employees in Cochabamba, Bolivia, had engaged in improper 
and unethical activities. OIG investigators obtained admissions of 
wrongdoing from four employees. The NAS field adviser in Cocha- 
bamba, a U.S. citizen employed as a personal services contractor, ac- 
knowledged having used government employees during duty hours, as 
well as government-purchased material, for projects at a personal resi- 
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dence. He also acknowledged permitting his secretary to award con- 
tracts to relatives and permitting a local police officer detailed to NAS 
to file fraudulent travel vouchers. The secretary and the guard also ad- 
mitted to these violations. In addition, an FSN engineer at the embassy 
acknowledged having converted to personal use government property, 
which was recovered during the investigation. All four employees vol- 
untarily terminated their employment. 


Washington, D.C. OIG initiated an investigation into allegations that 
an administrative officer in the Department’s Office of Overseas Schools 
was running a private business from a government office. Documenta- 
tion obtained from the employee’s government computer found that the 
employee was using the computer for a personally owned commercial 
business and for the leasing of private property. The OIG investigation 
found that the employee was working at the business during regular 
government working hours and that no official leave was taken while 
the employee was working at the business. Subsequently, the employee 
provided a sworn statement admitting to the abuse of government prop- 
erty. The case was declined for criminal prosecution in favor of admin- 
istrative action by the Department. As a result, the employee was 
suspended, without pay, for 5 days. 





False Statements 

Europe. During a 1990 OIG audit, several discrepancies were discov- 
ered in the travel vouchers of a Department employee and the employ- 
ee’s spouse, a Department employee on loan to another agency. OIG 
conducted an investigation, which disclosed that, when submitting their 
reimbursement vouchers to the respective agencies, the couple had each 
claimed the full amount of the rental of their shared apartment while on 
temporary-duty status. In August 1995, the employee and the spouse 
entered into a civil settlement with the Department of Justice, agreeing 
to reimburse the government $15,000 to settle all claims. 


Middle East. An investigation revealed that a Foreign Service officer, 
while on home leave, illegally utilized the U.S. Postal Service to ship 
wine from the United States to an overseas post of duty. Additionally, 








investigations Clear Officials 
While O'G investigations can result in adverse actions nance Allowance, and the investigation was document- 


D.C. A complaint to the O'G Hotline ai- 





Washington 
leged that a major contractor to the Department was 
receiving a majority of the business in its field from the 






sTiuibentineen Getndadaen damian 
cy on loan to the Department. Further, the employee 
had nothing to do with the named contractor, and the 
contractor was an appropriate share of work 
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Geographic Distribution of Investigations 














Europe and Canada — 26 cases, 11% 
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Domestic 
103 cases, 
42% Near East South Asia 
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42 cases 
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Eest Asie and Paine’ 


37 cases, 15% 




















the officer falsified information by not listing the wine as contents on 
the U.S. Customs declaration forms. A review of the remaining packag- 
es in the shipment revealed that the officer provided false and mislead- 
ing information on an additional package, claiming the package 
contained used merchandise when it actually contained new merchan- 
dise. An administrative report was forwarded to the Department, and the 
Bureau of Personnel proposed a 1-day suspension without pay. 


Washington, D.C. In December 1993, officials at the American Consu- 
late General in Osaka, Japan, reported to OIG their belief that they had 
been misled by a letter, written by a former colleague, which supported 
the tourist visa application of a Japanese national. The former employ- 
ee’s letter characterized the applicant as a houseguest, advising he would 
provide room, board, and incidentals and that the applicant would not 
work or attend formal educational programs. Based on this recommen- 
dation, the post issued the applicant a tourist visa. Upon entry into the 
United States, the Japanese national admitted to Immigration officials 
that she was actually going to work as a paid baby-sitter for the employ- 
ee’s family. The entry was denied, as her reason for entry was inconsis- 
tent with her tourist visa. 


This case was declined for criminal prosecution in favor of adminis- 
trative action by the Department. In July 1995, a proposal was made to 
place a letter of reprimand in the employee’s official performance fold- 
er for a period of one year. 
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Pay and Allowance Matters 


Time and Attendance 


Visa Fraud 





Near East. An OIG investigation determined that, through an adminis- 
trative error, a Department contractor had received educational allow- 
ance benefits for grandchildren who resided in the United States with 
their mother. As a result of the investigation, the Department required 
the contractor to repay $19,304 in ineligible benefits. 





Washington, D.C. Based on a referral from OIG’s Office of Inspections, 
an investigation determined that a senior Foreign Service officer failed 
to have home leave and annual leave properly deducted from an accrued 
leave balance. The officer subsequently agreed to reimburse the Department 
for the leave taken, resulting in a recovery, by the U.S. Government, of 
approximately $25,000. 


ws An informant alleged that a Department employee had improper- 
ly claimed compensatory time that had not been recorded in official time- 
and-attendance records. Investigation determined that the employee had 
improperly accumulated and utilized the compensatory time based on 
instructions from a supervisor, which were not in compliance with De- 
partment regulations. The employee reimbursed the Department $1,550 
for unauthorized compensatory time that had been used. 





Africa. An FSN visa assistant’s employment was terminated as a result 
of an investigation by post officials and OIG that revealed the consular 
employee had surreptitiously entered into the machine-readable visa sys- 
tem 10 unqualified visa applicants, who were then inadvertently issued 
visas by a temporary-duty consular officer. Post officials attempted to tele- 
phone the 10 individuals and found none could be located. During a sub- 
sequent interview by post officials, the employee was unable to refute the 
evidence, resulting in the termination of employment. 


@ An OIG investigation conducted jointly with the INS resulted in 
the termination of an FSN consular assistant. It was determined that the 
FSN had assisted a Virginia-based immigration attorney who was ulti- 
mately convicted on several charges after an extensive INS marriage 
fraud scheme investigation. Investigation disclosed that the FSN had ac- 
cepted gifts and other gratuities in return for assisting the attorney with 
the scheme. 





FOLLOWUP ACTIONS TO PREVIOUSLY REPORTED ITEMS 


Embezziement 





Caribbean. A former embassy FSN cashier, who embezzled approxi- 
mately $48,000 between November 1988 and mid-July 1991, was for- 
mally charged in the Grenadian High Court on May 11, 1992. After a 
2-year preliminary investigation by local authorities, a magistrate com- 
mitted the former cashier to stand trial. On April 5, 1995, the subject 
entered a guilty plea to four felony counts of stealing and was sentenced 
to 2 years’ imprisonment without parole. 
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East Asia and the Pacific. An embezzlement scheme by an embassy 
travel clerk, who had improperly negotiated contracts with independent 
travel agencies by giving the appearance of representing the embassy, 
resulted in approximately $212,000 in losses to local travel agencies. The 
clerk’s trial, which began on June 21, 1995, is presently under continu- 
ance. On August 14, 1995, the embassy reported it had recovered 
$140,000 of the diverted funds from a local travel agency and distribut- 
ed them to other agencies that had actually issued the tickets. Meanwhile, 
embassy officials, with Department guidance, continue their efforts to 
resolve claims from travel agencies affected by the embezzlement 
scheme. 





Europe. As a result of an OIG investigation, a former U.S. financial 
management officer, who pleaded guilty to felony charges of making 
false statements in connection with receiving education allowances, was 
sentenced on June 5, 1995, in the U.S. District Court, District of Colum- 
bia. The former employee was sentenced to 4 months of electronically 
monitored home detention and 2 years of supervised probation, was fined 
$5,000, and was ordered to make restitution in the amount of $65,373. 


e Four former contractors, including one who later was employed 
by the Department as a facilities maintenance officer, pleaded guilty 
to felony charges of submitting false claims totaling $68,915. In May 
1995, all four of the subjects were sentenced in the U.S. District Court, 
Eastern District of Virginia. Two of the subjects received sentences of 15 
days in jail and 3 years of supervised probation and were ordered to 
make full restitution. The other two individuals were sentenced to 45 days 
in jail and 3 years of supervised probation and also were ordered to make 
full restitution. The subject who had become a Department employee 
resigned. A fifth subject, who cooperated with the investigation, plead- 
ed guilty to a misdemeanor theft count and was ordered to make full 
restitution. 





Types of Cases 
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Claims 
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Washington, D.C. On June 5, 1995, after a jury trial in Federal Court in 

Alexandria, Virginia, Spencer’s Safe and Lock Services, Inc., and its 

Management president, Allen Spencer, were convicted on a total of 34 counts of 

es fraud against the U.S. Government. These charges related to a con- 

tract that the company had to supply locksmith and related services 

to the State Department. Investigation determined that the compa- 

| Employees ny had engaged in a systematic pattern of fraud in submitting in- 

ee voices on which the number of hours worked by Spencer 

Hottine employees had been deliberately inflated. Former employees of the 

12% OG Internal [company testified at the trial that the owner and president of the 

company had told them that he was intentionally inflating labor 
hours on the contract to increase profits. 


On September 8, 1995, Spencer’s Safe and Lock Services, Inc., and 

President Allen Spencer were sentenced in U.S. District Court, Eastern 

District of Virginia. Allen Spencer received 18 months’ imprisonment 

and 2 years’ supervised probation and was ordered to pay $6,800 in res- 

Sources of titution and an $850 special assessment fee. Spencer’s Safe and Lock 
Allegations Services, Inc., received 1 year of supervised probation and was ordered 
to pay $13,000 in restitution, a $10,000 fine, and a $3,400 special as- 

sessment fee. Debarment proceedings against the company are pending. 











Passport and Honolulu, Hawaii. After surrendering to Federal authorities, a natural- 

Naturalization Fraud ized U.S. citizen was charged on July 12, 1995, with making a false state- 
ment in an application for a U.S. passport. On July 17, the defendant 
pleaded guilty in U.S. District Court for the District of Hawaii. The de- 
fendant also pleaded guilty to procuring naturalization unlawfully, a 
charge on which she had previously been indicted. Sentencing is sched- 
uled for November 1995. 








HOTLINE 

The OIG Hotline, operated by the Office of Investigations, is a prompt, 
effective, confidential channel for Department employees and others to 
report incidents of waste, fraud, abuse, and mismanagement to the In- 
spector General. The Hotline number is 202/647-3320. Sensitive or clas- 
sified information can be reported on model III] secure telephones. 
Written information may be sent to: Office of Inspector General Hot- 
line, U.S. Department of State, P.O. Box 9778, Arlington, VA 22219. 
Telegrams to the Inspector General should be captioned “OIG Channel— 
State.” 


The following table provides a summary of Hotline activity during 
this semiannual reporting period. 


Total allegations received 107 
Held for action within OIG 72 
Referred to other offices for action 17 
Not substantiated—no action necessary 18 
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Testimony and Legislation 


Inspector General Jacquelyn Williams-Bridgers testified on June 29, 
1995, before the House Committee on International Relations concern- 
ing international terrorism issues, including 1) the U.S. leadership role 
in the struggle against terrorism; 2) State Department readiness to carry 
out its role overseas in protecting U.S. personnel and facilities; 3) issu- 
ance of U.S. entry visas; and 4) the problems of fraudulent travel and 
entry documents. 


During this semiannual reporting period, OIG also commented on the 
following legislation: 


2 H.R. 2076, the Commerce, Justice, State and the Judiciary appro- 
priation bill, which proposes a merger of the Office of Inspector Gener- 
al of the United States Information Agency with the Office of Inspector 
General of the Department of State. 

s H.R. 1561, the American Overseas Interests Act of 1995, which 
authorizes appropriations for the Department of State for fiscal years 
1996 and 1997 and proposes a consolidation of several foreign affairs 
agencies. This bill includes a number of provisions that have been the 
subject of OIG reviews including the rewards program for information 
pertaining to narcotics traffick,ing and international terrorism, reim- 
bursement to the Department for the costs of medical services provided 
at overseas posts, machine-readable visa fees, and the diplomatic tele- 
communications service. 

es S. 908, a bill to authorize appropriations for the Department of 
State for fiscal years 1996 through 1999, which also includes a number 
of provisions that have been the subject of OIG reviews, including the 
visa lookout committees at posts, reimbursement for medical services 
provided at overseas posts, and machine-readable visa fees. 
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L Appendix 1: OIG Siatistical Summary by PCIE Category | 





Successful Prosecutions 10 Allegations of Waste, Fraud, 
Abuse, and Mismanagement 107 
Administrative Sanctions 59 
Suspensions 3 Investigative Recoveries $196,324 
Terminations 5 Settlements $64,814 
Other 48 Court Ordered $133,510 








Workload Total Judicial Actions 68 
Cases pending 3/31/95 218 
New cases opened 114 Criminal 
Cases closed 86 Prosecutive referrals , 21 
Cases pending 9/30/95 246 Prosecutive declinations 13 
Overseas. 143 Prosecutive dismissals 0 
Domestic: 103 Acquittals 0 
indictments ' 9 
Total Administrative Actions 59 Convictions 10 
Admonishments 1 Sentencings 13 
Counseling 0 Years sentenced 8 years, 11 months 
Curtailment 2 Years suspended 0 
Debarments 0 Years probation 22 years, 3.5 months 
Demotions 0 Court-ordered fines $20,125 
Reimbursements a Court-ordered restitutions $109,385 
Reprimands 4 Civil 
Resignations 7 1 
' 3 Referrals ; 
Terminations 5 vec waren 0 
Aaministrati — 23 Complaints : 
PFCRA’ referrals 2 oo udg wees ' 
PFCRA declinations 3 
PECRA reiml 0 Votel judgments and recoveries $4,000 
Savings 0 ‘INdictments include formal criminal charges brought against 


a@ subject The manner in which charges are brought varies trom 
country to country 
* Program Fraud and Civil Remedies Act 





Administrative recoveries $64,814 
Judicial recoveries $133,510 
Total Investigative Recoveries $198,324 
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Appendix 3: Reports issued 





O'G/S-95-001 Special Report to the Intelligence Oversight Board on Events in Guatemala 

Office of Audits 

5-SP-014 Foreign Service Grievance Process 

5-FM-015 international Boundary and Water Commission's Financial Statements 
for Fiscal Year 1994 

5-FM-016 Machine-Readabie Visa Fee Collection 

5-IM-017 ic Telecommunications Service Office 

5-FM-018 The Application of Agreed-Upon Procedures with Respect to the Foreign Service 
National Separation Liability Trust Fund Financial Statements for FY 1993 

5-FM-019 The Application of Agreed-Upon Procedures with Respect to the International 
Center Project's Financial Statements for Fiscal Year 1993 

5-IM-020 Relocating the Regional Administrative Management Center Systems 
from Mexico City, Mexico, to Charleston, South Carolina 

5-PP-021 Domestic Personal Property Management 

5-FM-022 Foreign Service Retirement and Disability Fund Financial Statements 
Fiscal Year 1994 

5-C1-023 Terrorism and Narcotics information Rewards Programs 

5-FM-024 London Tax Issue 

5-Cl-025 Consular Travel Agency Program 

Office of Inspections 

inspections 

ISP/1-95-21 E Khartoum, Sudan 

ISP/1-95-22 Embassy Belize City, Belize 

ISP/!-95-23 Embassy Kingston, Jamaca 

ISP/1-95-24 Embassy Guatemala City, Guatemala 

ISP/1-95-25 Consulate General Curacao, Netherlands Antilles 

ISP/1-95-26 Embassy Kinshasa, Zaire 

ISP/1-95-27 Embassy San Salvador, E! Salvador 

ISP/1-95-28 Embassy Praia, Cape Verde 

ISP/1-95-29 Embassy Tegucigalpa, Honduras 

ISP/1-95-30 Embassy Dar es Salaam, Tanzania 

ISP/1-95-31 Embassy Antananarivo, Madagascar 

ISP/1-95-32 Embassy Dakar, Senegal 

ISP/1-95-33 Embassy Bamako, Mali 

ISP/1-95-34 Embassy Nouakchott, Mauritania 

ISP/1-95-40 U.S. Mission to the Organization of American States 

ISP/1-95-41 Bureau of Inter-American Affairs 

ISP/1-95-42 Office of the Ambassador at Large and Senior Coordinator for the New Inde- 
pendent States, and Office of Independent States and Commonwealth Affairs 

ISP/1-95-45 Embassy Lima, Peru 

ISP/1-95-47 Embassy Santiago, Chile 

ISP/1-95-48 U.S. Interest Section, Havana, Cuba 

ISP/1-95-49 Embassy Asuncion, Paraguay 

ISP/1-95-50 Embassy Buenos Aires, Argentina 

ISP/1-95-51 Embassy Montevideo, Uruguay 

ISP/1-95-52 Bureau of Political-Military Affairs 

Followup Reviews 

ISP/S-95-35 Embassy Kathmandu, Nepal 

ISP/S-95-36 Embassy New Delhi, india 

ISP/S-95-37 Embassy Bucharest, Romania 





Office of Inspector General Semiannual Report to the Congress, April | to September 40, / 995 





S888°88 8 8 S88 8 


SSSSES88 SESSSSSSERSSSESS 


$88 


47 














48 


ISP/S-95-38 Embassy 

ISP/S-95-39 Embassy Addis Ababa, Ethiopia 

ISP/1-95-43 Embassy Caracas, Venezuela 

ISP/S-95-46 Embassy Manila, Philippines and Constituent Post 
Office of Security Oversight 

Audits 

OSO/A-95-34 Emergency Evacuation Process 

inspections 

OSO/1-95-18 Embassy Lagos, Nigeria, and Constituent Posts 
OSO/1-95-19 Embassy Kiev, Ukraine 

OSO/!-95-21 Embassy Minsk, Belarus 

OSO/!-95-23 Embassy Helsinki, Finland 

OSO/!-95-24 Embassy Warsaw, Poland, and Constituent Posts 
OSO/!-95-26 Summary of Security inspections Fiscal Years 1991-1994 
OSO/1-95-30 Embassy Vientiane, Lao People's Democratic Republic 
OSO/I-95-31 Embassy Rangoon, Burma 

OSO/1-95-32 Phnom Penh, Cambodia 

OSO/!-95-35 Embassy Freetown, Sierra Leone 

OSO/!-95-36 Embassy Mexico City, Mexico, and Constituent Posts 
Followup Reviews 

OSO/1-95-20 Embassy Tel Aviv, Israel 

OSO/!-95-22 Consulate General Jerusalem 

OSO/A-95-25 Domestic Telephone Security 

OSO/1-95-27 Embassy Tallinn, Estonia 

OSO/1-95-28 Embassy Vilnius, Lithuania 

OSO/1-95-29 Embassy Riga, Latvia 

OSO/!-95-33 Embassy Kinshasa, Zaire 


Special Operations Review Team 


SORT/95-04 


Curatorial Services and Art in Embassies Programs 


Contract Audits Completed for OIG 


Vendor Audit Number 

Cadell Construction Company 1171-95G 17900006 
SGA Group 4231 -95A28000402 
Spencer, Dunaway, Jones and Smith, Inc. 3521 -95M28000003 


Advanced Consulting Engineering, Ltd. 
MVM, Inc. 

ITT Federal Services Corporation 

ITT Federal! Services Corporation 

ITT Federal Services Corporation 

ITT Federal Services Corporation 

ITT Federal Services Corporation 

Blitz Associates, PA. 

United Dominion Industries 

incore, Inc. 

T. Head & Company, inc. 

GTE Government Systems Corporation 
Dillingham Embassy Constructors 

T. Head & Company, inc. 

U.S. Catholic Conference 

American Refugee Committee 


6331 -95M2 1000027 
3121-951210001 48 
3121 -951210001 53 
3121 -951210001 54 
3121-951210001 55 
3121-951210001 56 
6311 -95A28000039 
1281 -95C 17200067 
3501 -95J2 1000007 
PA-BB-PP-95-03 
2470-950 17200001 
4141 -95K23000006 
PA-BB-PP-95-13 
PA-MB-PP-95-02-1 
PA-MB-PP-94-04 


SS88888 SERS8RR888 F 
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Tabie | 
inspector General issued Audit Reports’ 
With Questioned Costs’ 
Doliers 
Mumbe (in thousands) 
of Reports Questioned Costs Unsupported Costs 
A. For which no management decision has been 
made by the commencement of the reporting 
period 4 $2,604 083 $660 .576 
A.1. Adjustments 


A2. Adjusted Balance 


B. Which were issued during the reporting 
period 


Subtotals (A.2. + B.) a 2,604 083 660.576 


C. For which a management decision was 
made during the reporting period 
-- based on formal admin or 
udiciel ' ; ; 
(i) dollar value of disallowed costs 1 230 600 
(ii) dollar value of costs not disallowed . . 


D. For which no management decision has been 
made by the end of the reporting period 3 2.373.483 660 576 
Reports for which no management decision 
was made within 6 months of issuance 
3 2.373.483 660 576 





‘includes audit reports issued by the Office of Audits and by the Office of Security Oversight 


? Questioned costs are costs that are questioned by the O'G because of an alleged violation of a 
provision of a law, regulation. contract, grant, cooperative agreement, or other agreement or document 


governing the expenditure of funds. a that, at the time of the audit, such costs are not supported by 
adequate documentation. or a finding that the expenditure of funds for the intended purpose is unnecessary 
or unreasonable 
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Tabie tl 


inspector General issued Audit Reports 
With Recommendations That Funds Be Put to Better Use’ 


Number Oolter Velue 
of Reports (in thousands) 


7 $30,415.255 


A1 Adjustments 
A2. Adjusted balance 
B. Which were issued during the reporting period 
Subtotals (A.2. + B.) 7 $30,415,255 


C. For which a management decision was made 
during the reporting period 2 1,064.155 
() dollar value of recommendations that were 
agreed to by managemen 1,064.155 
— based on proposed management action 2 1,064.155 
— based on proposed legisiative action . 
— based on formal admin or judicial appeal 
(i) dollar value of recommendations that were not 
agreed to by management 
D. For which no management decision has been made 
by the end of this reporting period 5 $20,351.100 


Reports for which no management decision was made 
within 6 months of issuance 5 $20,351.100 





‘A “recommendation that funds be put to better use" is a recommendation by the O'G that funds 
could be used more efficiently if Department management took actions to implement and complete 
the recom-mendation. including reductions in outlays. deobligation of funds from programs or 
operations. with-drawal of interest subsidy costs on loans or loan guarantees. insurance. or bonds. 
costs not incurred by implementing recommended improvements related to the operations of the 
Department, a contractor, or a grantee avoidance of unnecessary expenditures noted in preaward 
reviews of contract or grant agreements or any other savings which are specifically identified 
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Appendix 5: Resolution of Reports and Recommendations | 





Status of Reports and Recommendations 


Recommendations in Reports More Than 6 Months Olid 
for Which a Management Decision is Still Pending 


4195 9/30/95 
Reports Recommendstions Reports Recommendations 

Audits 11 28 6 10 
Inspections 29 a4 13 22 
Security 13 75 ll 33 
SORT 3 ~” a 14 
Total %6 217 AM 79 
Current inventory 
Open Reports 

Final Action Current Period | Final Action 

Pending 4195 (s8u0e0 Closed Pending 93095 

Audits 53 13 9 57 
Inspections 58 31 33 56 
Security 61 19 17 63 
SORT s l l s 
Total 180 64 60 184 
Active Recommendations 

Active Current Period Active 

4/1/95 /ssu0ed Final Action 93095 
Audits 277 116 74 319 
Inspections 614 $43 622 $35 
Security 505 416 285 636 
SORT 72 1S 19 6% 
Total | 468 1,090 1,000 1,558 





‘Some reports that were opened during this semiannual reporting period were also closed during this penod 
* Active recommendations include those for which there is no management decision and those on which 
final action has not been completed 








Gecision occurs when management informs Final ection 6 recorded when @ proposed course of action in 
O'G of & intended course of action in reaponse to a recom. reapanee to 8 recommendation has been accepted by OG and 
Ne ee Cee Completed by management to O'G s safistacton 
action is acceptable in some cases 8 management deo Open reports are those comtarng one oF more recommenda 
will De recorded as pending because Management has Done for whch @ management decimion «= pending or tor whch 
by ppt tye, potty be = fine! actor Nes not beer compteted 





responded, but O'G has not yet determined =«_ ga, sa ceenmendations are recommendations for which 
nether to me course of action or to raise 
| sho matter to higher tue of ammenens o no " Ceason has been recorded « for which fine 
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Pending Final Corrective Action 
Repot Rec Aeport Tite Fret 
Numte Number Recommendstor Summery Resortes 
1-IM-023 Software Development in the Department 9/30/91 
6 Promuigate and mandate the use of Departmentwide standards for 
software development. 
9 Review all new major software development projects in all five phases of 
development. 
1-IM-025 Department of State's Management of Major System Acquisitions 9/30/91 


1. Issue written polices and procedures for implementing the major system 
acquisition process and establish the responsibilities of the offices involved 
in the process. 


2-Cl-016 Department of State Defense Trade Controls 3/31/92 


1. Ensure compliance with Arms Export Control Ac’ and international Traffic 
ee ene oe oe ee military 
—— contingent on successful end-use 


2-FM-007 Contract Language Services for the Geneva Arms Contro! Delegations 3/31/92 


2 Review existing contract terms and conditions for language service 
contractors. Make necessary modifications to ensure that future contracts 
conform to FAR requirements and that all terms and conditions are in 


2-FM-026 Management of the Obligation and Liquidation Process 9/30/92 
1B Develop a single, standardized operating manual 


2-1M-008 Managing FSN Compensation at RAMC Paris 3/31/92 


20. Develop procedures for independently reconciling regional administrative 
management center reports that ensure all transactions are processed 


accurately 
2-1M-020 Retability of Selected Data Elernents in the Central Personne! System 9/30/92 
2.3. Develop capability to electronically enter training data directly into the 
central personne! system 
2-IM-025 Managing FSN Compensation at RAMC Mexico 9/30/92 
2 = Establish written policies and procedures for uniform processing of 
recurring payroll situations 





‘Includes audit recommendations reported as significant inprevious semiannual reports on whch Department 
management has agreed to take corrective action but for whch those actions are not yet complete 
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3-Cl-024 Machine Readable Visa Program 9/30/93 
2. Obtain a commitment from the immigration and Naturalization Service to 
test the feasibility of verifying the machine authentication code (MAC) and, 
pending the results, either fully implement authentication at all ports of 
entry or consider alternative security features to replace the MAC. 





3-PP-014 Maintenance and Repair of Buildings Overseas 9/30/93 
1&2. Develop a system to identify and monitor the worldwide backlog of 
maintenance and repair deficiencies, including establishing a baseline 
of maintenance and repair deficiencies and costs, and use information 
from this system to support future budget requests. 
11. Develop a process to allocate routine maintenance funds based on need 
and develop additional guidance on the use of such funds. 


4-Cl-029 U.S. Contribution to UNRWA 9/30/94 


9 PRM should request UNRWA to conduct a feasibility study regarding 
the introduction of user fees for UNRWA-provided services. 


12. PRM shculd request a pian from UNRWA regarding its future role, 
including how it will phase down and transfer its services to the 
Palestinians during the transition to Palestinian self-rule. 


4-IM-008 Manage:nent of ADPE Modernization Program 3/31/94 


2. A/IM should perform requirement and cost/benefit analyses to justify 
the acquisition of mainfrarne computers in the future. 


3. The Deputy Assistant Secretary for information Management direct the 
ADPE Modernization Program Manager to prepare comprehensive, 
detailed life-cycle program cost estimates. 


4. M should require A and FMP to identify potential sources of funding for 
approved mainframe procurement subject to valid requirements and cost/ 
benefit analyses. 





4-SP-009 Management of Overseas Travel Services 3/31/94 


1. Issue a formal request to the Department of Transportation for a regu- 
latory exemption to the provisions of 49 U.S.C. 1373(b) that prohibit 
rebates on international travel. 


5-Cl-004 Review of the Nonimmigrant Visa-lssuing Process, Phase |! 3/31/95 


4. Initiate dialogue that would encourage intelligence and law enforcement 
armen b ped ag gh nein sone i ape spent 4 al pened te 
under the Visas Viper Program and clarifying reporting 
channels to be used by these agencies. 


14. Seek full funding to develop the needed algorithms to eliminate the 
transliteration and transcription problems associated with CLASS. 


21. FSI, in coordination with CA should determine the improvements needed 
to make ths training more effective based on the results of the survey 
(recommendation 20) and take steps to ensure that this is achveved. 
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26. CA, in consultation with INS, should clarify the procedures for 
ing G-325As and |-275s and provide guidance to posts on 
how to effectively process these documents. 


5-CI-009 Refugee Assistance: Grant Agreement Between the U.S. Government 
and the United Israel Appeal, inc. 3/31/95 


1. Review the VIA grant to determine whom the grant should assist, an 
appropriate funding level, and what entity in the U.S. Government should 
receive funding and administer the grant. 


2. Design and implement a monitoring program that will ensure adequate 


oversight of the U.S. grant to UIA. At a minimum, this monitoring 
program should include documented on-site monitoring and analysis 


of available data. 
4. Review the grant and modify it to identify the population to be assisted 
acl: ag st ages ne fps ry Wp the grant should 
fund, the duration of support, and UIA and | reporting requirements. 
5-FM-007 Review of Financial Systems Development 3/31/95 


1. The Under Secretary for Management give a high priority to completion 
and implementation of a standardized process for the Department to use 
in acquiring and developing information systems. 

2. The Under Secretary for Management review the current alignment of 
resources and responsibilities for system acquisition and development in 
the Department and determine the optimal management arrangement 
for system acquisition and development. 

3. The Under Secretary for Management seek long-term funding for the 
development and implementation of the IFMS project and the IFMS 
portion of the corporate modernization project. 


5-SP-013 Overseas Health Units 3/31/95 


1. Authorize the establishment of overseas health units on a fee-for- 
service basis and prepare an implementation plan identifying the steps 
necessary to insure that such a system is implemented as soon as 
possible. 


OSO/A-94-02 Overseas Technical Security 3/31/94 


12. Assign technicians, instead of security engineering officers, to perform 
equipment installation and maintenance duties plus those technical 
security duties required on a daily basis to control CAA materials and 
access. 

13. Shift the responsibility for routine technical surveillance countermea- 
sures surveys from posts to the regional engineering services centers. 

23. Establish a formal interagency arrangement with the CIA and other 


appropriate agencies to ensure that ordinary TSCM and TEMPEST 
inspections at an overseas post serve the needs of all agencies at post. 
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Previously Reported Significant Audit Recommendations 
Pending Final Corrective Action 


Report Rec. Report Title 
Nuniber Number Recommendation Summary 


OSO/A-94-13 Anti-Terrorism Assistance Program 


10. Obtain the Department of State's language services directly, unless 
ATA can show that obtaining the services through the DS/Customs 
interagency agreement is cost advantageous. 


OSO/A-95-05 Black System's Access Control and Operating System Security 


1. Develop and implement a formal internal management control system 
to ensure the integrity of the MVS/XA operating system for the Black 
System's IBM 308! computer. 


OSO/A-95-07 Onyx System's Access Control and Operating System Security 


1. Develop and implement a formal interne! management control system 
to ensure the integrity of the MVS/XA operating system on the ONYX 
domain of the IBM 3090-600E computer at BIMC. 
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Report number, 
issue date, title, and 
date to be resolved by 


SUMMARY OF AUDIT REPORTS 
WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 


Recommendation 
number/summary 


Reason 
unresolved 





2-IM-025 (8/92), Managing FSN 


Compensation at RAMC Mexico 
and Serviced Posts 


June 1996 


1. Implement access controls, appropriately restrict 
access, and follow relevant Department guidance 
regarding access to the FSN pay system. 


Elimination of the group log-on has not been 
completed. 





3-PP-014 (3/93), Maintenance 
and Repair of Buildings Overseas 
November 1995 


30. Embassy Damascus, in conjunction with A/OPE, 
should take the necessary actions to obtain ratification 
of the contract for the sidewalk project. 


Embassy Damascus agreed with the recommendation 
but has not initiated any corrective action pending the 
results of OlG's investigation. 





4-Cl-029 (9/94), U.S. 
Contributions to UNRWA 


June 1996 


8. ee SaeeeD oo aren Some ae 
UNRWA to address the underrepresentation of 
refugee students who either receive 


university 
scholarships or are enrolied in UNRWA training centers. 


PRM has not taken the action called for in the recom- 
mendation. 





3. The CFO should notify the Office of Acquisitions to 
follow the requirement that copies of contracts be 
forwarded to its office upon issuance, and both offices 
should set up a system to ensure that all copies of 
contracts are provided in the future. 


The Department has not responded to this 
recommendation. 





4-PP-011 (3/94), Domestic 
Negotiated Procurement 
November 1995 


35. Determine the impact the prohibited conduct had or 
will have on the contract to renovate Vienna 
and take the actions specified in FAR 3.104-11. 








37. Develop procedures to ensure that contracting and 
project office personnel clearly understand their roles in 


officers should take when posts identify potential 





X 
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SUMMARY OF AUDIT REPORTS 
WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 








Report number, 
issue date, title, and Recommendation Reason 
date to be resolved by number/summary unresolved 
5-Cl-004 (1/95), Nonimmigrant 1. CA take steps to clarify guidance on provisions CA continues to disagree with this recommendation, 
Visa-issuing Process: Phase |i regarding excludability on the basis of soliciting others believing that its interpretation of the INA is correct 
to undertake terrorist activity or seek amendment of the and that seeking arnendment of the law is not needed. 
April 1996 INA, if necessary, So individuals who actively 


terrorism may 
its interpretation of the INA so that the reasonable 
ground standard is applied as aggressively as possibile. 


encourage 
be deemed exciudabile. CA should review 





20. CA, in coordination with FSI, survey the foreign 
language needs and skills of officers performing visa 
functions worldwide. 


CA contends that it does not have the resources to 
perform the survey at this time. 





27. CA, in consultation with posts and FSi, devise 
ways, through training, manuals, or both, to ensure that 
officers are provided more formal structured guidance 
and information on the nuances of their consular 
districts and environment immediately after they arrive 
at post. 


CA did not agree with O1G's conclusion that formalized 
guidance was required. CA will provide OIG with a 
cable it will send to posts reminding consular section 
chiefs to instruct officers on the nuances of their 
consular districts and environment. 





28. CA, in coordination with INS, develop a sound 
methodology for collecting and analyzing information on 
NIV arrivals and departures including thei overstays in 
the United States and disseminate this data to posts on 
a routine basis. 


CA believed it was limited in its ability to respond to 
this recommendation, as it viewed the collection of this 
data as solely the pur, ew of the INS. While 

that it has informed INS of the value of this informa- 
tion, CA has not demonstrated that it has taken steps 
to meet the intent of the recommendation. 





OSO/A-94-02, 10/93, Overseas 
Technical Security 


June 1996 


11. AIM should provide cleared American maintenance 


for CAA telephones and telephone switches at all high 
and medium technical threat posts. 


No management response. 





a7 
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SUMMARY OF AUDIT REPORTS 
WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 








number, 
issue date, title, and Recommendation Reason 
date to be resolved by number/summary unresolved 
OSO/A-94-38, 6/94, Cost Claimed 1. DS require source documents cost of ATA has requested Shelton State Community 


College 
to provide source documents supporting ATA training 
paid; these have not been received and the exact 
amount owed cannot be determined. 





4. Establish pouch operations as Working Capital Fund 
activity when the Fund's deficiencies are corrected and 
start charging Department user for classified pouch 
services. 


11. Develop and enplement a systematic pouch 
.~Spection program and require sanctions against 
violators of pouch usage regulations. 





Bureau of Administration does not believe bureaus 
should be required to pay for courier pouch service 
through the Working Capital Fund. 





Bureau of Administration contends a program is in 


place but pouch inspection occurs on a case-by-case 
rather than a systematic basis. 
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Appendix 6: List of Abbreviations 





Arms Control and Disarmament Agency 

Bureau of Inter-American Affairs 

Bureau of Consular Affairs 

Chief Financial Officer 

Bureau of Diplomatic Security 

Diplomatic Telecommunications Service Program Office 
Office of Independent States and Commonwealth Affairs 
Foreign Affairs Administrative Support 

Federal Bureau of Investigation 

Federal Employees Compensation Act 

Bureau of Finance and Management Policy 

Foreign Service national 

Foreign Service Retirement and Disability Fund 
International Bounary and Water Commission 
International Cooperative Administrative Support Services 
Bureau of International Narcotics and Law Enforcement Affairs 
Immgration and Naturalization Service 

Intelligence Oversight Board 

Memorandum of Agreement 

Memorandum of Understanding 

Narcotics Affairs Section 

Organization of American States 

Office of Inspector General 

Office of Security Oversight 

President's Council on Integrity and Efficiency 

Burcau of Political-Military Affairs 

Senior Coordinator for the New Independent States 


Office of the Coordinator for U.S. Assistance to the New Indpendent States 


U.S. Agency for International Development 
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Index of Reporting Requirements 
Inspector General Act of 1978, as amended 





Requirement Subject Page 
Section 4(aX2) Review of legislation and regulations ...............cces-esevereenenenemennes 45 
Section S(aXl) Significant problems, abuses, and deficiencies .....................ccesceeeeeees 8-36 
Section S(aX2) Significant recommendations for corrective action ............-eeee 8-36 
Section S(aX3) Prior significant recommendations unimplemented ......................«-. $2-S5 
Section S(aX4) Matters referred to prosecutive authorities ...............cccescenenereeeees 37-44 
Section S(aXS) Information or assistance refused .................c.ccceccccceceenecceeeeeeenmneenens None 
Section 5(aX6) List of reports issued ..........cecccceesecesssessenvecsnsensvnnerensnennevavenennenenes 47-48 
Section S(aX7) Summaries of significant reports ..................ccccesseeeeeenmennennennnmnnennnees 8-36 
Section S(aX8) Audit reports—questioned COSHS ...............ccccceceeseneeensnnmenenennnremennnnnnnnnmens 49 
Section S(aX9) Audit reports—funds to be put to better US ...........<.cccecverneeneenenmennenens SO 
Section S(aX10) Prior audit reports unresolved ...........e.0.0esssersseeverssneeeneveversnnenee 57-58 
Section S(aX1l) Significant revised management decisions ................cceseeeeeeeeeees None 
Section S(aX12) Significant management decisions with which OIG disagreed ........... None 
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Waste, Fraud, & Mismanagement 


To THE OFFICE OF INSPECTOR GENERAL 


HOTLINE 


Call 202-647-3320 
or write: U.S. Department of State, 
P.O. Box 9778, Arlington, VA 22219 


Cables should be captioned "OIG Channel—State" to ensure confidentiality 























